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The threat posed by cyberattacks has grabbed headlines and 

the attention of politicians, security experts, and the pub-

lic. It is obvious that cyberattacks get more attention than 

physical breaches in security and one could easily get the 

impression, that the threat through cyberattacks is 

bigger than all other dangers for businesses. 

An interesting research done by Vanderbilt 

amongst more than 7,500 consumers and 

businesses in Great Britain, France, Ger-

many, Spain and Sweden, revealed that 

British businesses report nearly three 

times as many physical breaches in se-

curity at their workplace than virtual or 

cyberattacks. Also in Germany and Spain 

small and medium-sized businesses report-

ed higher numbers of physical breaches in 

security than cyberattacks.

These results demonstrate that we are 

all on the right path when we concentrate 

our efforts on physical security and take the 

threats in this field seriously. The results 

can also be a valuable instrument when 

security officers discuss their needs for 

investment with their management. Cy-

berattacks are without doubt a serious 

threat for businesses but they are by far not 

the only one.

The survey forms part of Vanderbilt’s 2015 Euro-

pean Security Barometer, which tests the climate of 

the electronic security market in Europe. The research 

provides valuable insight into consumer and business at-

titudes towards security, and reveals the efforts they make 

to keep their homes and businesses safe from harm. You 

will find more information on page 10.

Physical Security Breaches  
vs. Cyber Attacks

Enjoy reading this issue!

Heiko Baumgartner
For GIT’s Safety and Security team

NO
PATCH-
W O R K
IN SECURITY SOLUTIONS

WELCOME TO THE G-WORLD

Don’t accept patchwork solutions
for your security! Demand the 
right video security solution for your
needs! Simple. Power ful.  Flexible. 
Reliable and from a single source. 
Made in Germany. Video security from 
GEUTEBRÜCK – Welcome to the G-World!
www.geutebrueck.com

Anz_G-World_E_58x260_GIT Security:Layout 1  12.01.15  09

www.GIT-SECURITY.com

 EDITORIAL 



4     GIT SECURITY 5/2015 www.GIT-SECURITY.comwww.GIT-SECURITY.com
REGISTER NOW for our free NEWSLETTER

26 COVER STORY
 The Key to Effectiveness
  Protecting Our Dependency on 

Utilities

12 INTERVIEW
 Open, for Business
  Wavestore Introduces Updated  

Version of Its Award Winning VMS

36 INTERVIEW
  Added Value for  

Resellers and End Users
  Arecont Focusses on Innovative  

Megapixel Technologies and  
Business Practices

Security for Banking

Sicurezza 2015

Fire Protection

Access Control

Critical Infrastructure

MAGAZINE FOR SAFETY AND SECURITY

EMEA

Volume 11
September 201505

79
 8

24

COVER: ASSA ABLOY
CRITICAL INFRASTRUCTURE: 
CAN YOU AFFORD TO TAKE RISKS 
WITH YOUR SECURITY?

©
 A

SS
A 

AB
LO

Y/
iS

to
ck

 MANAGEMENT 

10 MARKET RESEARCH

 
  More than a Third of Businesses  

Suffer from Security Breaches
  More Physical Breaches in Security at Their 

Workplace than Cyber Attacks

12 INTERVIEW
 Open, for Business
  Wavestore Introduces Updated Version of Its 

Award Winning VMS

 SECTIONS  

3 Editorial

6 News

23 Fire Protection Products

47 Security Products

56 BusinessPartner

59 Company Index / Imprint

24 ALARM MANAGEMENT
 Easy As Pie
  Intuitive User Interface for Optimal Security

26 COVER STORY
 The Key to Effectiveness
  Protecting Our Dependency on Utilities

28 ACCESS CONTROL
 Walk, Don‘t Touch
  Secure Frictionless Access Control by  

Non-Contact Scanner

30 What‘S Up, Doc?
  A Widespread Electronic Locking System 

Bolsters Hospital Security

32 Smart Hospitality 
  Bloc Hotel, Gatwick Airport, To Become  

UK’s First Keyless Hotel

34 PERIMETER PROTECTION
 Illuminators Identifying Intruders
  IP Video Solution and Network Lighting In 

Las Vegas Country Club Community

14 EVENT
 New Tricks of the Trade
  New Initiatives and Vertical Solutions Feature 

at Sicurezza Event

16 The Countdown Has Begun
  The Security Industry Will Meet  

in Shenzhen at CPSE

17 BUILDING MANAGEMENT
 The Need for Speed
  Sovereign Installs an Elevator  

Destination System in Wales

 FIRE PROTECTION 

18 FIRE DETECTION
 There‘s No Smoke without Fire
 Video-based Early Fire Detection

22 Real or Fake?
  Avoiding the Dangers of Counterfeit Fire 

Detection Devices

20 SAFETY
 Safety and Health At Work
  A+A Is Celebrating Its 30th Run  

in Düsseldorf

 SECURITY  



S M A R T
INTEGO

SmartIntego Locking Cylinder, SmartHandle
and GatewayNode – the new SimonsVoss
system integration product line.
 
With its high-performance communication
protocols, SmartIntego can be seamlessly 
incorporated into existing control systems 
for building security technology. System
component auto-configuration in SmartIntego 
Manager ensures that there is minimal effort 
involved in component integration compared 
to other systems.

Phone: +49-89-99228-0 | www.simons-voss.com
www.smartintego.com

DIGITAL ACCESS MANAGEMENT
IN BUILDING SYSTEMS

SmartIntego – 
the perfect solution 
for integrated 
access control.

www.GIT-SECURITY.com 

38 Increased Connectivity
  Security Products Built for  

Intelligent Solutions

36 INTERVIEW
  Added Value for Resellers  

and End Users
  Arecont Focusses on Innovative Megapixel 

Technologies and Business Practices

38 Increased Connectivity
  Security Products Built for  

Intelligent Solutions

40 VIDEO SURVEILLANCE
 ONVIF Profile Q
 Easy Configuration of IP Cameras

46  Analog Surveillance in  
High Definition

  Idis Launches HD-TVI Surveillance and a 
Highly Scalable VMS

48 School Is Out, Surveillance Is In
  Geutebruck Secure Florida School District 

with Video Monitoring

50 Sit Down!
  School Buses Equipped with Cameras,  

DVRs and Driver LCD Screens

 SECURITY  

42 SECURITY FOR BANKING
 ATM Attacks 
  IP Video Surveillance: Tackling Risks  

Related To Cash Withdrawal from  
Automatic Teller Machines

44 VIDEO SECURITY
 Keeping an Eye on the Job
  Kardex Mlog Provides Optimized Warehouse 

Logistics Using Mobotix Cameras

 IT SECURITY 

52 INDUSTRIAL SECURITY
 IT Security of Automation Systems
  Staggered Protection Down to the  

Plant Structure

54 DATA CENTER 
 A Rack for All Seasons 
  A Versatile Rack System Accommodates 

Diverse Requirements



SECURITY NEWS

Salto Strengthens Product Management Team  
with Michael Unger 

Michael Unger has been appointed to the position of Vice President Prod-
uct Management at Salto Systems, reporting directly to Marc Handels, Chief 
Marketing and Sales Officer. Based at company HQ in Oiartzun, Spain, Unger 
will work as the interface between the Marketing and Research and Devel-
opment departments. In his new role he will be responsible for the further 
development of the company‘s product portfolio as well as creating specifi-
cations and prioritizing development projects. Prior to joining the firm, Un-
ger spent 24 years in different roles with Evva, the Austrian locking systems 
manufacturer. www.saltosystems.de 

Idis Hires Technical Specialist
Idis has appointed Charles Pen-
ning to the position of Technical 
Specialist to support its growing 
number of customers and part-
ners, particularly supporting the 
company’s DirectIP end-to-end 
and plug-and-play full-HD surveil-
lance range. Based at the com-
pany‘s European headquarters 
in London, Penning will provide 
technical support and training 
across the UK and Ireland and 
underpin the training program 
hosted at the demo and training 
center in Brentford. This dedicated 
and purpose built training facility 
hosts a weekly agenda of courses that encompass single site installations 
through to multi-site enterprise-level implementations. www.idisglobal.com 

Vicon Announces New APAC Sales VP
Vicon Industries, designer and producer of video security systems and 
high-performance IP cameras, has announced the hiring of Lawrence de 
Guzman in Singapore to better manage the growing local business in 
southeast Asia. Mr. de Guzman has been hired as VP APAC reporting to 
Bret McGowan, Sr. VP Sales and Marketing. He has an extensive back-
ground in international sales and marketing, as well as Senior Manage-
ment. Prior to joining Vicon, he held roles at Milestone Systems, most 
recently as Director of Global Key Accounts, Verticals and OEM Sales and 
Sales Operations. Prior to Milestone, he was Global Marketing Director 
and Managing Director Asia Pacific for Axis Communications.
 www.vicon-security.com 

New Structure for Siemens Postal, Parcel and  
Airport Logistics
The Postal, Parcel and Airport Logistics division of Siemens (SPPAL) has a 
new global setup. The business with mail and parcel as well as baggage 
and cargo handling systems is backed by a global network of regional 
companies and branch offices. The company now has its own European 
regional companies in the United Kingdom, France, Italy, Portugal, Spain 
and Switzerland and in the Asian market in Singapore, India, China and 
Hong Kong. The Americas are covered by regional companies in the USA 
and Canada and there are local branch offices in Turkey, Taiwan, Malay-
sia and South Korea. In the UAE the company operates under the name 
SD in a successful long-standing joint venture with Al Moosa Group In-
vestment. www.siemens.com

Transport Operators to Expand Use of Surveillance 
and Video Analytics
An international survey among public transport organizations reveals 
that operators worldwide are continuing to invest in leading edge se-
curity technology, with the majority interested in adopting more wide-
spread use of real-time surveillance and advanced video analytics to 
better protect their passengers, equipment and installations. 97% of 
survey respondents have already installed security cameras. The survey 
was conducted by the International Association of Public Transport and 
Axis Communications, the network video provider. „The survey results 
show that the real-time possibilities offered by modern IP video systems 
are increasingly being used to efficiently manage incidents,“ said Patrik 
Anderson, Director Business Development Transportation, Axis Commu-
nications. www.axis.com

ACT Secure Welsh School
Dyfed Alarms is installing access con-
trol equipment from ACT at a mixed 
comprehensive school in Wales. 
Ysgol Dyffryn Aman has 1,600 pu-
pils studying across a large campus. 
Hardware includes model 4000 door 
controllers and the manufacturer‘s 
door stations on interior and perime-
ter doors. It uses low bandwidth and 
auto-discovery combined with timed 
anti-passback and counting areas. 
The 13.56MHz Mifare fobs and ACTpro Mifare 1030PM readers being used 
can read data from any of the 16 sectors on a card. The access control sys-
tem at the school has been extended to secure a link with an adjacent public 
leisure complex featuring two swimming pools, an athletics track, Astroturf 
pitches and a gymnasium. www.act.eu 
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Data Center Certification for Giesecke & Devrient
Giesecke & Devrient’s data center in Canada has been certified ‚Visa Ready‘ 
by Visa for Host Card Emulation cloud-based payment services. With this sta-
tus, Visa ensures that technology and service providers develop and deploy 
products and services that are compatible with their requirements. This cov-
ers all core services for cloud based payments – digital credential provision-
ing, key management for digital credential provisioning and token lifecycle 
management. G&D deploys its Convego Cloudpay solution for the provision 
of cloud payment services to its banking customers worldwide to provide a 
single service deployment for the issuers to offer mobile payments across the 
product portfolio to their customers. www.gi-de.com



SECURITY NEWS

Asahi Net and Milestone Systems Announce 
Service  Provider Partnership for Cloud Solution 

Milestone Systems, the open platform company in IP video management 
software (VMS), held a Signing Ceremony with Asahi Net at the Danish 
Embassy in Tokyo on June 23. The gathering of media, security associa-
tions, distributors and market research analysts witnessed the signing of 
the agreement for Asahi Net to become an official Milestone Service 
Provider Partner. They will build and supply a cloud solution based on 
Milestone Xprotect Corporate VMS in collaboration with Milestone IT In-
frastructure Partner Promise Technology, a manufacturer of data storage 
servers designed for flexible, reliable cloud services. www.milestone.dk 

Asahi Net President Jiro Hijikata and Milestone Systems VP for Asia  
Pacific Japan Benjamin Low signed the partnership contract.

Geutebrueck Supports Koblenz Police Puppet Theater 
„Security is our job!“ With 
these words Katharina 
Geutebrück and Christoph 
Hoffmann, Managing Direc-
tors of Geutebrueck, wel-
comed Michael Meyer from 
the puppet theater of the 
Koblenz Police Department 
to Windhagen. The family-
owned company is support-
ing the police „Classroom on wheels 2.0“ project with a donation of 10,000 
Euro. The Police puppet theater has been in existence since 1982 and has 
been performing prevention work at kindergartens and schools since 2002. 
The children are introduced to appropriate, anticipatory behavior in a play-
ful, amusing way. „We are very pleased to be able to provide support to the 
excellent work of the police. We can never invest too much in risk prevention 
for our children,“ says Katharina Geutebrück. www.geutebrueck.com
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With good 
reason. 
Experience the world’s leading 
trade fair live!

More than ever before modern and forward-looking 
companies are focusing on health and safety at work 
as this results in motivation, productivity and ensures 
success for the company. Discover the latest 
developments in the following sectors from 
some 1,800 exhibitors from around 
the world:

>  Personal protection

>  Safety at work

>  Health at work

Focus on safety 
with A+A 2015!

www.aplusa.de/experience
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ID Document Electronics Consortium
Contactless, multifunctional, fast and secure features are important require-
ments for the new generation of travel documents. In the past three years, 
issues surrounding the security of electronic identity documents have been 
addressed by the Newp@ss research project. Research conducted by secu-
rity chip providers Infineon Technologies and NXP Semiconductors Germany 
as well as Giesecke & Devrient, part of a consortium of 15 European in-
stitutions within the Eureka Catrene program, was funded by the German 
Federal Ministry of Education and Research. The consortium has developed 
the data structures and security chip architectures being integrated into the 
latest globally applicable travel document standards. In addition to the ID 
holder’s biometric data, they can record visa data and arrival and departure 
stamps. www.gi-de.com
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Inter Airport Europe 2015 will Focus on Upgrading 
and New Construction
The international exhibition for airport equipment, technology, design 
and services, inter airport Europe, takes place from 6-9 October 2015 at 
the Munich Trade Fair Center in Germany. Three months before the event, 
some 610 exhibitors from 42 countries have booked their stand space. A 
range of equipment, technologies and services, solutions for aircraft, pas-
senger and cargo handling, security, airport IT, architectural components 
as well as ground support equipment will be on show. „With rising pas-
senger numbers at airports around the world and a rapid development of 
new technologies it becomes ever more important for airport operators 
to upgrade existing airports“, says Nicola Hamann, Managing Director 
of the organizers, Mack Brooks Exhibitions. „Airports of all sizes and in 
every country are affected since they were developed and built, partly 
decades ago, for a considerably lower number of passengers and with a 
different state of the art“. www.interairport.com

SL Signs Five-Year General Agreement with Gunnebo
Stockholm’s public transport company, Storstockholms Lokaltrafik (SL), 
has signed a five-year general agreement with Gunnebo Security Group. 
The agreement encompasses design, project planning, construction and 
installation of ticket gates at new and existing metro stations. While the 
agreement does not guarantee any orders, SL is planning several new 
constructions and refurbishments over the next few years as it currently 
has more than 1,200 installed ticket gates, most of which are more than 
10 years old and may need to be replaced. www.gunnebo.com

IHS Study Shows Electronic Locks Dominate the  
Access Control Industry

In 2015, IHS forecasts the global market for electronic locks will exceed $1 
billion. IHS segments electronic locks into three categories: mechatronic, 
electromechanical and digital cylinder. Electronic locks have evolved signifi-
cantly since the 1970s when they were used mostly in hospitality and now, 
three decades later, they are one of the fastest growing segments of the 
access control industry. Of the three product categories, IHS expects that 
electromechanical locks will see the most uptake over the next 5-8 years, 
representing nearly 77% of the total electronic lock market globally in 2015. 
For electromechanical locks, IHS expects that the residential market in North 
America will be a driving factor over the next 3-5 years as more multi-
system operators (MSOs) and traditional monitoring providers look to offer 
electronic locks not only as an ad hoc option but as part of its existing pack-
ages. Similar to other trends occurring in the access control industry such as 
TCP/IP (IT integration), logical access control and open standards, suppliers 
and channel partners that embrace wireless lock integration with traditional 
wall readers will gain the most over the next 5 years. technology.ihs.com

Architecture and Design Award for  
Digital Locking Cylinder
The German Design Council has 
selected the digital locking cylinder 
from the Smartintego system as the 
winner in its Product/Building Tech-
nologies category. This locking cyl-
inder impressed the jury consisting 
of representatives from the worlds 
of design, architecture, interior de-
sign and brand communication in 
this first, impartial, international 
competition which examines the 
fusion between architecture and design. The digital locking cylinder can in-
tegrate into an existing access control solution in comprehensive building 
management systems. Easily fitted without any wiring within minutes, it not 
only offers opening and locking, but also a wide variety of intelligent func-
tions such as access control with logging, time zone control, event manage-
ment and door monitoring. Standard button cells ensure power is reliably 
supplied for up to 80,000 locking transactions while Smart Cards or PIN 
code keypads replace mechanical keys. Peter Trautwein at Munich-based 
agency Ergon3 was responsible for designing this multi-functional device. 
 www.simons-voss.com 

New MD for Apollo
Independent fire detection manufacturer, 
Apollo Fire Detectors, has appointed Steve 
Brown as its new Managing Director with 
regional responsibility for Europe, the Mid-
dle East and Africa (EMEA). Steve read En-
gineering at the University of Cambridge 
and gained an MSc in Aeronautics from 
Cranfield. His career history includes posi-
tions as Senior Engineer in research at Brit-
ish Aerospace and Project Manager for a 
UK-based consultancy, before joining ITW in 
France. There, Steve led a number of compa-
nies across many countries, overseeing over 
1000 employees. Commenting on his appointment, Steve said: „I’m looking 
forward to building on Apollo’s founding values and traditions, gaining a 
deeper understanding of our customers and increasing our worldwide pres-
ence to position Apollo as a truly global company.“ www.apollo-fire.co.uk

Hotel Fire Panel
C-TEC’s touch-screen con-
trolled ZFP fire panel is now 
in residence at Manchester’s 
magnificent Gotham Hotel. 
Two 4-loop ZFP address-
able fire panels protect the 
luxury hotel which has 60 
bedrooms and four £300-a-
night suites. One panel is 
located in the basement and one is in the permanently manned Manager’s 
office to ensure staff are notified of any incidents. A compact controller in 
reception displays the status of the fire alarm system at a glance. Phil Farrell 
of Solid State, the specialist electrical installation company that completed 
the project, said: „Working at Gotham Hotel involved installing new equip-
ment throughout and transforming an old disused building into a glamorous 
hotel within a short period.“ A CCTV security system, access control system 
and one of C-TEC’s SigTEL disabled refuge systems have also been installed 
at the hotel. www.c-tec.co.uk



SECURITY NEWS

American Science and Engineering Appoints  
New Chief Scientist
Dr. Aaron Couture recently joined the Company as Chief Scientist. In this 
role, he will lead the company’s R&D strategy and help identify strategic 
opportunities for the Company’s growing portfolio of detection imaging 
solutions. Chuck Dougherty, President and CEO of AS&E said, „Aaron will 
accelerate our strategic portfolio expansion efforts as well as explore green-
field opportunities that create new, viable business opportunities for the 
Company.“ Dr. Couture has more than 14 years of experience developing 
detection imaging platforms and modalities and holds a dozen patents, with 
several more pending.  www.as-e.com
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Hikvision Claims Top Position in World CCTV and 
 Video Surveillance Market
According to the latest report from business information provider IHS, 
Hikvision has strengthened its position as the world‘s leading CCTV and 
Video Surveillance equipment supplier, the fourth year in a row that the 
company has topped the list. The company‘s dominant 16.3% total mar-
ket share in terms of revenue is up by more than 50% compared to 
the previous year and more than double its 8% market share of just 
two years ago. Hikvision has also attained 18.9% of the global network 
security camera market, an increase of 5.9 percent in revenue market 
share over last year‘s second position (13%) in this fast-growing camera 
sector. www.hikvision.com 

Milestone Helps Icelandic Harbors Free Up  
1,000 Man-Hours per Year

Milestone Systems open platform IP video management software (VMS) is 
being used by Faxaports, the associated Icelandic ports, to optimize security, 
cargo handling and to secure ships against immigrant stowaways. With the 
growing traffic volume of thousands of containers annually there is a height-
ened need to monitor the harbors to avoid loading/unloading accidents, and 
to deal with the growing problem of illegal immigrants using Iceland as a 
gateway to the United States. Milestone Partner Security Center installed 
and implemented a solution with the Xprotect Enterprise VMS that manages 
a mix of 105 Sony, Vivotek and Hikvision cameras installed at the harbors.
 www.milestonesys.com 

Oncam Appoints New Product Management VP
Oncam, the security division of Oncam Technologies and provider of 360-de-
gree camera technology, has announced the appointment of Justin Wheatley 
as Vice President of Product Management. In this role, Wheatley will ensure 
the company’s products are clearly defined, understood and represented in 
the marketplace, as well as developed to meet the evolving needs of a wide 
variety of customers. Wheatley holds a Bachelor’s Degree in Electronic En-
gineering from the University of Reading and brings more than 23 years of 
engineering, management, product development and testing experience in 
the technology and IT fields to his new role. www.oncamgrandeye.com

Giesecke & Devrient Provides Secure SIM Card
Giesecke & Devrient is the first SIM card provider to receive product cer-
tification from both NXP Semiconductors for Mifare Classic and from the 
Mifare4Mobile Industry Group for Mifare4Mobile Version 2. With this 
first certified SIM platform called SkySIM CX Hercules, G&D provides a 
SIM card for secure remote provisioning and management of Mifare-
based services for mobile network operators, trusted services managers 
and service providers. The product has a powerful processor and can run 
several transactions simultaneously at high speed. Contactless technolo-
gies such as Mifare (Classic, DESFire, EV1) and Calypso benefit users 
with a highly secure SIM when used as an electronic ticket or for access 
control identification. www.gi-de.com

International Display Roadshow

The eyevis roadshow recently presented its product innovations at eight 
locations in Europe. Several hundred integrators, planners and end-us-
ers from different markets such as control rooms, presentation, digital 
signage, broadcast and virtual reality & simulation got comprehensive 
hands-on experience of the company‘s visual solutions. The roadshow 
started in Belgrade, went to Sarajevo and then Zagreb. The next stops 
were Rome and Milan in Italy, then Madrid and Lisbon, where various 
contacts directly connected to ongoing projects were made. The final lo-
cation in Paris was the ‚Haut Comité Français pour la Défense Civile‘. 
The high resolution LED modules and the new slim rear-projection cubes 
grabbed the most attention amongst the visitors along with the possi-
bility to create unique video walls with the omniSHAPES flexible rear-
projection modules. Video wall controllers were also shown that, in com-
bination with solutions from Teracue eyevis, allow recording and playout 
of several IP streams. www.eyevis.de 

Estonia Selects Morpho to Implement API-PNR System 
Morpho (Safran) has been awarded a major contract from the Estonian 
government to supply an Advanced Passenger Information/Passenger Name 
Record (API-PNR) system to bolster resources deployed by the Estonian gov-
ernment to ensure safety for citizens. Passenger name record (PNR) data 
collates information collected by airlines from passengers during the ticket 
reservation and booking process. The system includes the personalization, 
deployment support and maintenance of the company‘s Traveler Analytics 
Suite. It will help government agencies report targeted alerts to the appro-
priate authorities. The development and implementation is co-financed by 
the European union. www.morpho.com



A comprehensive study conducted across four European countries by YouGov for Vanderbilt reveals that 38% of small 
and medium sized European businesses have suffered loss, disruption or inconvenience as a direct result of physical or 
cyber security breaches.

Yet while cyber security arguably gets the lion’s share of media and busi-
ness attention, British businesses report nearly three times as many physical 
breaches in security at their workplace (23%) than virtual, or cyber, attacks 
(8%). Also in Germany and Spain small and medium-sized businesses report-
ed higher numbers of physical breaches in security than cyber attacks. The 
survey forms part of Vanderbilt’s 2015 European Security Barometer, which 
tests the climate of the electronic security market in Europe. The research pro-
vides valuable insight into consumer and business attitudes towards security, 
and reveals the efforts they make to keep their homes and businesses safe 
from harm.

As part of the survey, senior decision makers at small to medium sized 
businesses with up to 249 employees in Great Britain, France, Germany and 
Spain were asked about the loss, disruption of inconvenience caused to their 
businesses by breaches in security. 

Serious Concerns
“The fact that many businesses we surveyed do not have electronic security 
products like access control, CCTV or remote monitoring is a cause for seri-
ous concern,” noted Joe Grillo, Managing Director of Vanderbilt International. 

“This is especially true given the number of security breaches that businesses 
report – and the loss, inconvenience and disruption that these cause.”

Quality More Important Than Brand Loyalty
The survey found that, where businesses do install electronic security equip-
ment, it is to meet practical concerns. Equipment is installed to prevent theft, 
vandalism and unauthorised access, yet considerations such as duty of care 
to employees, regulatory compliance, lowering insurance premiums and main-
taining business continuity do not seem to factor anywhere near as highly.

Businesses in all countries that were part of the survey confirm that, when 
it comes to specifying and purchasing electronic security products, brand loyal-
ty is a minor concern. The survey reveals they value quality, price and features 
above customer service, integration and the brand.

Consumers are Worried
Consumers were also questioned as part of the survey. A key discovery was the 
fact that 59% of all adults believe that their countries are more at risk from 
terrorist threats, crime and violence than a year ago. The survey also reveals 
overwhelming support for the use of CCTV in combating crime, with 85% of 

MARKET RESEARCH

More than a Third of Businesses 
Suffer from Security Breaches
More Physical Breaches in Security at Their Workplace Than Cyber Attacks
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adults supporting its role in preventing crime and providing evidence to the 
Police. In addition, 58% of adults across Europe do not believe CCTV repre-
sents an infringement of civil liberties, or that it invades their privacy.

The belief that Europe is more at risk than a year ago may be influenced 
by memories of recent terrorist events across Europe, and the fact that terror-
ist attacks (even if most are thwarted) are now sadly a regular feature in the 
news. “The concern voiced in the survey is interesting when placed in the con-
text of a downward trend in the number of recorded crimes”, noted Joe Grillo. 
The Crime Survey for the European Union shows that violent crime declined 
across the EU by 6% between 2007 and 2010.

Homes Not Well Protected
Across all five countries surveyed, only a minority of households have an in-
truder or burglar alarm (18%), an access control system with keypad or swipe-
card (9%), or CCTV (9%). British households have more intruder or burglar 
alarms installed than their counterparts in France, Germany, Spain or Sweden, 
however.

The survey revealed considerable interest amongst householders for ad-
vanced security technologies. A third were interested in an integrated security 
system that combined CCTV, intruder alarms and access control; while 35% 
were interested in security products that can be linked with, and made to work 
alongside, other appliances in the ‘connected home’ of the future. 

Crucially, this interest is not restrict-
ed to those that own their own homes: 
In Great Britain 36% of those that rent 
their home from a private landlord are 
interested in an integrated security sys-
tem, compared to only 28% of those 
who owned their home outright.

CCTV has widespread public support – even
amongst those that worry about civil liberties:

Average across all 5 countries: 85%

There is overwhelming support for the
use of CCTV in reducing crime and
providing evidence to the Police – even
from those that are more inclined to
believe that CCTV infringes civil liberties.

Germany
80%

France
81%

Spain
87%

Sweden
90%

GB
87%

© Vanderbilt 2015

There is a real appetite for advanced
electronic security solutions in the home:

France

31%
Germany

45%
Spain

49%

Sweden

49%
GB

49%

Households are interested in installing security systems 
in their homes in the future

Those interested in the ability to view
live images of their home-captured on 
CCTV cameras and automatically recorded 
when movement is detected.

© Vanderbilt 2015

More than 1 in 3 businesses across France, Germany, 
Spain and Great Britain have suffered security breaches:

With the exception of medium sized French businesses, aii report 
more physicai breaches in security at their premises than cyber attacks – 
in some cases by a factor or more than three to one.

France

Small

Medium

Germany Spain GB

Physical security breaches

Physical security breaches

Virtual securiy breaches
(e.g. caber attacks etc)

Virtual securiy breaches
(e.g. caber attacks etc)

21% 31%21% 20%

19% 25%5% 6%

32% 47%42% 32%

35% 34%22% 13%

© Vanderbilt 2015

Business premises are not adequately protected 
from breaches in security: Business premises are not 
adequately protected from breaches in security:

An intruder or burglar alarm

An ‘access control‘ device (e.g. keycard, 
swipe card or touchpad which allows 

acces to the building

None – the business does not currently 
have any electronic security products 

installed at the business premises

A service that monitors the premises 
with CCTV, and allows it to be 
viewed from a remote location

CCTV camera(s)

While the use of electronic security products differs by market, a large majority 
of businesses do not have access control, CCTV or remote monitoring.

France

48%

25%

22%

20%

18%

Germany

33%

17%

18%

39%

12%

Spain

59%

28%

31%

23%

13%

GB

54%

33%

27%

16%

16%

© Vanderbilt 2015

Above anything, businesses look for quality, price and 
features when they purchase electronic security products:

Brand loyalty is a minor concern for businesses specifying and purchasing 
electronic security products. They value quality, price and features above 
customer service, integration and brand.

Product quality

Price

Product features

Customer service and support

Integration with other 
products and systems

Don’t know

Brand

France

47% 47% 62%

61%

47%

48%51% 42%

37% 40% 46% 41%

33%

28%

21%

44%

36%

13%

37% 29%

23% 28%

15% 16%

9% 8%

5%

5%

Germany Spain GB

© Vanderbilt 2015

More data from the 2015 Vanderbilt Security Barometer can be found on 
www.git-security.com/whitepaper/management

CONTACT
Vanderbilt International

United Kingdom
Tel.: +44 203 630 0670

info.uk@vanderbiltindustries.com
http://uk.spiap.com
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James Smith, Marketing Director  
at Wavestore

INTERVIEW

Open, for Business
Wavestore Introduces Updated Version of Its Award Winning VMS

GIT SECURITY: James, you have spent years in 
marketing in the security industry working for 
camera vendors. What is it that excites you 
about your new position in particular?
James Smith: I am very excited about having the 
opportunity to work with my colleagues and our 
partners to ensure that the advantages and ben-
efits of what Wavestore has to offer are brought 
to the attention of a wider audience. Known for 
being truly independent and open platform, Wave-
store has unique integration capabilities. The sys-
tem is built to satisfy virtually any video manage-
ment application up to Enterprise level through its 
software and NVR hardware solutions. Combine 
these with our excellent reputation for ease of use 
and support, and we truly have an opportunity to 
stand out from the crowd in what is a fragmented 
VMS marketplace.

You have mentioned the competitive VMS 
market. What features does the Wavestore 
system have to stand out of the competition?
James Smith: Wavestore is committed to an open 
platform philosophy and we are completely inde-
pendent from camera and access control vendors. 
This enables us to integrate and work closely with 
camera manufacturers and other third party tech-
nology partners to offer a comprehensive security 
solution which can include access control, com-
mand & control, PSIM and a lot of video analytics 
functions. The ability to integrate other functions 
than video is a great advantage and explains 
why we are very strong when it comes to com-
plex integration work. On the video side we bring 
together audio, data and video, including images 
from the latest ultra-high definition and 360° fish 
eye cameras and we integrate a large set of video 

Wavestore has launched V6, the  latest version of their open platform VMS at IFSEC in Lon-
don. The Linux based video recording and management system is able to simultaneously 
record images captured by combinations of analogue, IP, megapixel, HD, HD-SDI and 360 de-
gree cameras. At IFSEC we had the opportunity to talk to James Smith, Marketing Director for 
Wavestore, about the company and its  approach to the market.

analytics functions like motion detection, license 
plate recognition, abandoned object and intruder 
detection, people counting, perimeter security de-
tection and traffic monitoring systems. Our system 
has a lot of state-of-the-art functions but when 
asked for the biggest advantage, a lot of our cus-
tomers tell us that it is the ease-of-use and user-
friendliness that sets us apart.

Ease-of-use and user-friendliness are hard to 
describe in words. Can you try it nevertheless?
James Smith: We provide a platform that makes 
integration between disparate third-party technol-
ogies simple. It can also augment ‘dumb’ systems 
with video and ease of control to create a much 
more powerful and effective total security solu-
tion. Many of the new and differentiating features 
have in fact been introduced as a direct result of 
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CONTACT
Wavestore

 London, United Kingdom
Tel.: +44 20 8756 5480

info@wavestore.com
www.wavestore.com

listening and responding to customer require-
ments. They deliver against our ‘one screen, total 
control’ and ‘any video, any format’ ethos, allow-
ing what can be very complex operations to be un-
dertaken with ease in the most user-friendly way, 
even when, for example, integrating best-in-breed 
video analytics or access control. Examples of how 
the Wavestore VMS has become even more user 
friendly are the improved management of network 
interfaces and camera display layouts. In the cur-
rent version, Wavestore’s unique client side de-
warping and interrogation functionality of 360° 
cameras comes as standard, as does  the powerful 
review suite which allows users to easily search 
and instantaneously retrieve recorded images of 
incidents. The WaveView review suite works well 
even over very large amounts of footage and they 
video can be displayed alongside live images. Plus, 
for evidence purposes, a fully stitched-together 
sequence of events from any number of cameras 
can easily be exported in a wide range of video 
formats with just three simple clicks of a mouse.

You have mentioned the various video analyt-
ics functions. Are they the result of the inte-
gration work you do?
James Smith: Yes, we have already achieved 
deep integration between our VMS and a long 

ers and systems integrators who are choosing to 
recommend our VMS solutions to end-user clients. 
The programme is designed to offer real-world ad-
vantages to companies involved in the design, in-
stallation and commissioning of video surveillance 
solutions. Among the benefits on offer are project 
registration, system design and tender submission 
support, as well as access to training, free demon-
stration licences and PR services. Our business phi-
losophy is based on partnerships and that is why 
we have adopted the ‘Better Together’ theme for 
our Partner Programme. We believe we’re much 
stronger together with close partnerships leading 
to better solutions, happier end-user clients and 
more winning situations. Being open platform and 
truly independent means that through the Partner-
ship Programme we will be able to develop ever 
closer business relationships with installers and 
systems integrators and by doing so, deliver in-
novative and best-in-breed total security solutions 
across a wide variety of end-user markets.

list of best-in-breed technology and systems pro-
viders. We are proud that project-specific and 
specialist integrations can be easily, quickly and 
cost-effectively implemented thanks to WaveStar, 
our protocol translation script that enables our 
developers to provide bespoke integration with 
almost any device, with the functionality you need. 
Through the deep integrations our VMS is able to 
facilitate the delivery of business intelligence and 
improve operational efficiency, as well as provide 
a very powerful tool to combat criminal activity. 
The integration with PSIM systems is another area 
we focus on. Just recently our VMS has been suc-
cessfully integrated with SureView Systems’ Immix 
Command Center software platform to protect en-
terprise businesses and central stations to protect 
critical assets. As a result of the integration, alarms 
reported via the Immix Command Center are auto-
matically linked to the live video stream of any as-
sociated cameras connected to the VMS, allowing 
operators to verify that an incident is taking place 
and respond accordingly. 

Integration is the basis for your business. 
What else do you do for your partners?
James Smith: We have just introduced the new 
‘Better Together’ Partner Programme in support 
of the fast growing worldwide network of install-

EYEVIS NEW SLIM REAR PROJECTION CUBES
SLIMMEST REAR PROJECTION CUBES IN THE WORLD

With the lowest depth of all DLP® rear-projection cubes on the market, 
eyevis SLIM-Cubes are the ideal solution for professional video wall 
installations in control rooms.

Super-slim, wall-mountable and easy to service:
  Lowest installation depth from only 422mm for the 50inch Full-HD version

  Reliable LED-lit projection technology

  Designed for continuous 24/7 operation

  Space-saving installation: direct-to-wall and wall-mountable

  Full front and rear serviceability

EYEVIS NEW SLIM REAR PROJECT
SLIMMEST REAR PROJECTION CUBES

With the lowest depth of all DLP® rear-projection cubes o
eyevis SLIM-Cubes are the ideal solution for professional 
installations in control rooms.

Super-slim, wallll-mmouou tntntababablelele aaandndnd eeeasasasyyy tototo sssererervivivicecece:::
 LoLoLoweweweststst iiinsnsnstatatallllation ded tpthh frfromom oonlnlyy 42422m2mmm foforr ththee 5050ininc

Reliable LED-liti ppprorojejejj ctctioionn tetechchnonolologygygygy

 DeD iisigng ed for continuouous s 2424/7/7 oopeperaratitionon

SpSpSpacacace-e-e-sasasa iviving iiinstallatioon:n: ddirirecect-t toto-w-walalll anandd wawallll-m-mouountntaa

 Full front aandnd rreaeaearr seseservrvrviciciceaeaeabibibilililittytyy

 eyevis GmbH | Hundsschleestrasse 23 | 72766 Reutlingen | Germany | Tel.: +49 (0) 7121 43303-0 | Fax: +49 (0) 7121 4 3303-22 | www.eyevis.com | info@eyevis.de
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EVENT

New Tricks  
of the Trade
New Initiatives and Vertical Solutions  
Feature at Sicurezza Event

The march towards Sicurezza 2015 continues with a re-

turn to the show by many important companies, a come-

back by brands that have not been at the show for a few 

years and a focus on new themes that will all contribute 

to the immediate future of the market and open up inter-

esting business opportunities.

With a few months still to go before the doors open, Sicurezza 2015 at Fiera 
Milano from 3 to 5 November is again set to be the key event for profes-
sionals in the security and fire prevention sector. The event will not merely 
be offering technologies and solutions from Italian and international manu-
facturers, but also vertical initiatives focusing on a world of applications in 
constant growth.

Once again, video surveillance companies will be attending in force, but 
there is also an ever greater presence of solutions and products for passive 
security, particularly from lock manufacturers and access control firms, two of 
the sectors with the greatest number of exhibitors.

Theme Initiatives
The Security for Retail Show in Hall 22 is being staged for the first time jointly 
with the Italian magazine essecome/securindex.com. Aimed at trade profes-
sionals in the retail sector looking for tools to protect their business, the area 
will encourage dialog on these problems and propose customized solutions for 
the point of sale.

The increasingly digital nature of the sector is covered by Sicurezza and the 
Italian trade magazine Digitalic who are organizing Cyber Security Village in 
Hall 24. In a world where security tools are invariably digital devices linked to 
a network, new expertise and new solutions are needed to adequately protect 
surveillance tools and the data they record.

Another interesting vertical area in Hall 24 will be focusing on the IoT: the 
intelligence and the security of things. With the advent of the ‘fourth industrial 
revolution’ things have become smart and the subject of security becomes 

a priority. The IoT area will be bringing together companies taking effective 
steps to solve the security problems that need to be tackled in the light of 
increasingly widespread intelligent devices and products.

Security Takes to the Skies
Drone Expo organized by Mediarkè in Hall 22 is a new initiative devoted to 
the use of UAVs (Unmanned Aerial Vehicles or drones). Companies specialized 
in the production of UAVs will be taking part and also those offering courses 
leading to a drone pilot certificate. Two conferences will be organized on the 
use of UAVs for security and safety purposes and a special flight area will be 
set aside for demo flights. UAVs are finding ever more applications, from the 
surveillance of flows of migrants in the Mediterranean to observing critical 
infrastructures and major events, protecting monuments or art heritage, moni-
toring landslides and forest fires, controlling critical situations from the air and 
even transporting medicine to isolated areas.

Business As Usual But Socializing Too
The Ecosystem Village exhibition, a forum and bar area in Hall 24, is manned 
by the partners of Milestone Systems. Applications and innovative solutions 
will be the focus at the Solutions Gallery in Hall 
24, organized by Ethos Media Group in an „ex-
hibition leading to an award“ which will give 
visibility to solutions designed to solve real 
problems experienced by customers in various 
vertical markets.

The Fiera Milano is the venue for Sicurezza 2015 ▲

Security professionals come together to discuss  
problems and their solutions ▶

CONTACT
Fiera Milano

Milano, Italy
Tel.: +39 02 4997 6221

www.sicurezza.it
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The CPSE (China Public Security Expo) was first 
held in the Shenzhen Special Economic Zone in 
1989. During its 26 years of existence and 14 
exhibitions, over 8,600 security companies have 
been involved and provided many thousands of 
business opportunities for the 524,000 profes-
sional buyers who have visited the event. Nowa-
days, the biennial China Public Security Expo has 
become one of the largest and influential security 
shows in Asia, and the only BPA-certified security 
exhibition in China.

So far, people from the security sectors of more 
than 150 countries and territories throughout 
the world have registered through the CPSE reg-
istration platform as professional visitors to visit 
this year‘s expo and the number of professional 
visitors is expected to exceed 130,000. The CPSE 
2015 has 9 pavilions in total, among which the 
1st and 6th pavilions are the International and 
Large Enterprise pavilions respectively.

All In One Place
With 26 years‘ experience, the CPSE will once 
again show the best quality of security from 
around the world. Various kinds of safety and pro-
tection products will be displayed there, including 
Smart City, the Internet of Things, Cloud Comput-
ing, Big Data, Cameras and Surveillance, Intelligent 
Household, Video Door Phones, Burglar Alarms, 
Access Monitors, Alarm Services, Access Control, 
Perimeter Precaution, Parking Management etc. as 
well as public safety products such as Intelligent 

EVENT

The Countdown Has Begun
The Security Industry Will Meet in Shenzhen 29 October - 1 November 2015

Preparation work for the 15th China 
Public Security Expo in 2015 has now 
entered the countdown stage. With 
an area of 110,000 square meters, 
the 15th CPSE has already attracted 
1,500 exhibitors from 40 countries to 
participate.

CONTACT
Shenzhen CPSE Exhibition Co. Ltd.

Tel.: +86 755 8830 9123
overseas_market@cps.com.cn

www.cpse.com.cn

Transportation, Fire Control, Criminal Investigation, 
Counter-Terrorism, Security Checks, Anti-Counter-
feit, Police Equipment, Internet Security, Emergency 
Rescue and Unmanned Aerial Vehicles. In addition 
to the four-day exhibition, there will also be a se-
ries of parallel activities, such as the 13th China 
Public Security Forum, the Global Security Forum & 
CPSE Golden Tripod Awards Ceremony 2015 and 
the Global Security Alliance Conference.

Increasing Influence
Led by massive and ambitious infrastructure de-
velopment projects like Safe City and the future 
Smart City programs, China‘s security industry has 
already experienced rapid development and still 
contains huge market potential. With the scale 
expanding continuously and with increasing inter-
national influence year by year, CPSE‘s position in 
the global security industry has been recognized. 
It has already made important contributions to 
promoting the development of the Chinese secu-
rity industry and to accelerating the integration of 
the global security industry. In this context, CPSE 
2015 is an ideal place to build and improve inter-
national business partnerships and networks. We 
look forward to meeting you at CPSE 2015!

Dignitaries at the previous biennial CPSE event in Shenzhen, China

This year‘s event has already attracted 1,500 exhibitors from around the world
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BUILDING MANAGEMENT

The Need for Speed
Sovereign Installs an Elevator Destination System in Wales

Admiral is one of the largest employers in South 
Wales and has recently moved to their new HQ in 
Cardiff, with approximately 2,500 people. Admiral 
recognized there was a problem with staff waiting 
for elevators at break times, lunch times and other 
busy times of the day in its previous Cardiff build-
ing. Therefore they commissioned Sovereign Fire 
and Security to install an access control and eleva-
tor destination system into the design of their new 
premises. Sovereign has been working on the new 
system with the developer and manufacturer of in-
tegrated security and access control systems, TDSi.

One Step Ahead
Previously when entering the building, employees 
would call the elevator and choose the floor they 
needed. With the new integrated system, once the 
employee’s card is presented to the access control 
reader at the secure speed gate, a message is sent 
to the system and an LCD screen then displays the 
number of the elevator that the employee needs 
to take. The elevator will already be preset to their 
destination. The system will also send anyone else 
entering the building who needs to go to the same 
floor to the same elevator. This saves time not hav-

ing to stop at each floor. The new system will have 
the added benefit of making the company more 
environmentally friendly by saving electricity and 
improving time-management.

Mike Sussman, Technical Director at TDSi 
commented: „This solution utilizes our newly 
developed component for our Exgarde security 
management software and is largely the result 
of developments in network access and fully in-
tegrated security systems. Whilst this project was 
a bespoke development for Ty Admiral, this inte-
gration tool will be available to all our customers 
moving forward. Additionally, there is an option to 
integrate directly with the keypad on a modern el-
evator to ensure access for the individual is limited 
to authorized floors only, and can be amended 
quickly and simply by the security team.“

Combining Systems
Marek Jakubczyk, Managing Director at Sovereign 
Fire and Security said: „Our company is helping busi-
nesses become more efficient through clever busi-
ness management systems using the latest technol-
ogy. The new access control and elevator destination 
system at Ty Admiral is a great example of how tech-

nology can be used with security systems to enable 
the business to run more effectively. Their system 
also has the added benefit of being more energy ef-
ficient and decreasing time wasted on breaks.“

The two companies have a close working 
partnership. Last year TDSi named Sovereign 
Fire and Security as the UK Platinum Partner of 
the Year 2014 in recognition of the close work-
ing ties and ongoing success. TDSi recognized its 
partner‘s specification and installation excellence, 
whilst Sovereign Fire and Security highlighted the 
reliability and compatibility of the manufacturer‘s 
products. Combining these strengths, the partners 
offer excellence and innovation to customers such 
as Admiral, whereby a vision and technical ability 
has provided a ground-breaking and highly suc-
cessful solution for a busy business facility.

CONTACT
TDSi Ltd.

Poole, United Kingdom
Tel.: +44 1202 723 535 

sales@tdsi.co.uk · www.tdsi.co.uk

Incoming staff are shown  
which elevator to take

Sovereign Fire and Security has recently completed a building management system at Ty Admiral in Cardiff. The new access 

control and elevator destination system reduces time spent by staff queuing and improves the efficiency of people getting 

to their work floor. The system, which has been developed together with TDSi and the elevator manufacturer Otis, is the 

first one of its kind in the UK.
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Just the location and the ambient conditions 
alone can often already be beyond the operating 
conditions of some products, and more frequent 
faults or additional maintenance measures would 
negate the benefits of the chosen technical solu-
tion. In addition, during the risk assessment phase, 
the selection of technical methods to be used also 
needs to be taken into account, calling for addi-
tional technology in many cases. To better address 
the needs of critical infrastructure and installa-
tions, highly specialized intelligent video technolo-
gy is being used ever more often for fire detection.

The sooner a fire is detected, the faster it can 
be fought, resulting in less damage. For this rea-
son, very early and fail-safe fire detection has high 
priority in virtually any building design. But while 
this early detection can be realized quite easily in 
office buildings, hotels, shopping malls and many 
other venues with today’s fire detection systems, 
planners and consultants face special challenges 
when it comes to applications in critical areas.

In large spaces with corresponding dimen-
sions such as hangars or warehouses, common 
smoke detectors do not always ensure early and 

reliable fire detection. In many cases, they can 
only be mounted far away from the expected fire 
source, due to their operating principle. The period 
between smoke emerging from a fire source and 
reaching the detector is often too long. The smoke 
can also be highly diluted or distributed because 
of the large dimensions of such buildings.

Nowhere is Ideal
In such environments, additional special plant-
specific detectors can be installed at a low height, 
but the smoke must first ‚find its way‘ to them be-
fore it is detected. The thermal conditions in those 
areas that are to be monitored must of course be 
observed. Even with aspirating smoke systems, an 
issue can be that the smoke feed may be too slow. 
And especially in large buildings such as aircraft 
hangars, there are often few opportunities to install 
such detectors near to potential sources of fire.

Conventional detection technology cannot 
always be used satisfactorily in dusty and damp 
areas. Typical examples of such environments are 
recycling plants and production facilities in the 
textile and paper industries, as well as car parks 

and tunnels. But even in such environments, reli-
able and early fire detection without false and de-
ceptive alarms needs to be ensured to the greatest 
possible extent. 

While there are solutions that are only partially 
satisfactory in all of these applications, there are 
also environments where common smoke detec-
tors are no solution at all. These include, for ex-
ample, areas with an immense fire load, such as 
woodworking companies. The risk-related plan-
ning is a major challenge not only for the semi-
open areas of the wood delivery area, but also for 
the processing areas with all the machines and 
conveyor systems. In such applications, fire detec-
tion with commonly used technologies may not 
always be sufficient and will detect randomly or 
produce an unacceptable rate of false alarms.

False Alarm Immunity Against Vapor 
and Dust
Video-based fire detection can be considered an 
additional technology that allows fire detection 
directly at the source and at a very early stage. 
The principle of this technology is a combination 

Risk-assessed and reliable fire detection requires intensive and constant planning as well as a customized technical 

 solution when used in critical public and industrial environments. Conventional products and applications often reach 

their limits in such situations.

FIRE DETECTION

There‘s No Smoke without Fire
Video-based Early Fire Detection 
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of a camera and an algorithm for intelligent video 
analysis. The real-time analysis takes place directly 
in the camera so that no additional evaluation 
hardware is necessary. This algorithm processes 
the video image and, based on typical character-
istics, detects whether smoke or flames can be 
seen in the picture, enabling safer and significantly 
earlier detection. Interference from environment-
related movement, reflections and changing light 
conditions can then be neglected by using video-
based fire detection. The typical characteristics of 
different types of fire are firmly defined and exact 
physical fire models ensure very high reliability. 
With this technology, a developing fire is usually 
detected within 30 seconds, whereas standard fire 
detectors may trigger the alarm only after several 
minutes – a time span that can make the differ-
ence between a small fire and a catastrophe.

Images In Real Time
In addition to the significantly quicker reaction, 
video-based fire detection has a number of other 
advantages. In the event of an alarm, a picture of 
the source of smoke or flame and its surroundings 

is provided in real-time. This allows targeted fire-
fighting at an early stage. Also, the live images al-
low the alarm to be simultaneously verified. A cus-
tomized application will therefore avoid mistakes 
and resultant severe damage.

During extensive field tests, Bosch Security 
Systems found very high detection reliability for 
all known test fires, ranging from liquid fires and 
smoldering through to solid material fires. Video-
based fire detection can be used for a variety of 
solutions and even in applications with difficult 
lighting conditions. There are two different sce-
narios for the use of video-based fire detection: 
firstly, it can complement existing fire solutions to 
increase the speed and reliability of fire detection 
and to support visual and real-time alarm verifica-
tion; secondly, video-based fire detection is a so-
lution for those environments for which no other 
economical alternative previously existed. 

Video-based fire detection can currently only 
be used instead of already approved and stand-
ardized technology in special cases due to the lack 
of EN product and application standardization. 
Internationally however, the ISO is working on a 

draft version (Active Work Item) for video-based 
fire detection alternative detection technology. 
The FM 3232 and UL 286B standards are already 
available today.

Video-based fire detection is scalable and pos-
sible configurations range from a single camera 
to an extensive network with a central operating 
workstation. A comprehensive management sys-
tem provides support and can forward alarms to 
an existing fire alarm system or transfer them to 
a monitoring center or to mobile devices via Eth-
ernet. Thanks to high-resolution live images, the 
emergency services can already get a clear picture 
of the situation while traveling to the site, making 
fire fighting even more efficient. 

CONTACT
Bosch Security Systems

Grasbrunn, Germany
Tel.: +49 89 6290 0· www.boschsecurity.com

The distance between fire source and detector can slow down detection

The Bosch Dinion IP Starlight 8000 MP is a high 
resolution camera that can use intelligent video 
analysis to detect fires at a very early stage
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SAFETY

Safety and Health at Work
A+A Is Celebrating Its 30th Run in Düsseldorf 

People are the most important, and 
at the same time, they are the most 
fragile elements within a company. 
Therefore, safety at work and all 
measures of action with the objective 
of maintaining the work force are 
important topics and, in the light of 
the change taking place within the 
working world, the topic is more cur-
rent than ever. New technologies are 
featured in companies, the consoli-
dation of work is making progress. 
Demographic change is resulting in 
ageing workforces and consequently, 
labor shortage is already evident now 
in several industries.

The A+A in Düsseldorf, the number 1 event for 
safety and health at work (trade fair + conven-
tion), is meeting the requirements of the modern 
working world in companies with the three com-
prehensive key areas: Safety, Security and Health 
at work, and corporate health. These three areas 
traditionally form the key focus of A+A, which is 
“celebrating” its 30th run in Düsseldorf with A+A 
2015 (from 27 to 30 October).

Corporate Health: Prevention Pays Off
Current data from the Federal Agency for Industri-
al Safety and Occupational Medicine, (BAuA) show 
how important it is to deal with these factors cor-
rectly. According to this, noise-induced hearing 
loss, muscle and skeletal diseases, primarily of 
the lumbar spine (e.g. by lifting or carrying things 
incorrectly) as well as diseases of the respiratory 
system are among the most frequent types of ill-
nesses in occupational contexts in Germany. 

Thereby, the economic potential of prevention 
can be illustrated by the assessments of the BauA, 
whereby the total economic production losses due 
to illnesses or work disability have been estimated 
to be 59 billion euros (year: 2013) and the loss of 
gross value added was estimated to be 103 bil-
lion euros. In the light of demographic change, the 
situation that every third employed individual in 
German is older than 50 indicates the challenge 
faced to reacted to the changed labor structure us-
ing special solutions. This trend seems irreversible 
and therefore, it is time for companies to act!

Visitors will receive suitable answers to press-
ing questions from significant market players at 

A+A 2015. The area Security and Health at Work / 
Corporate Health will have around 180 exhibitors 
this time. Thereby, not only information on prod-
ucts and services will be conveyed. Naturally, the 
“Live” experience must not be forgotten. 

In this connection, a joint event stage for the 
areas of Corporate Health and Workplace Design 
is going to be offering a diverse program with 
practice-oriented short lectures, presentations, 
rounds of talks and discussions on all days of the 
event. Furthermore, the special show, Workplace 
Design, will be putting products as well as ergo-
nomic production and office solutions into the 
spotlight. 

A+A Continues to Grow 
The A+A started in the year 1954 as an event for 
“Safety and Medicine at Work” and has developed 
into a leading international meeting point for 
health and safety at work. It takes place every two 
years. With more than 1600 exhibitors and over 
63,000 specialist visitors (from 69 nations), the 
A+A 2013 was able to attain the best results ever 
in the history of the event. Even this year, the A+A 
is continuing to grow. At the A+A 2015, organ-
izers estimate participation to be around 1,800 
exhibitors and about 65,000 square meters of 
booked floor space. 

Therefore, nine halls will be occupied at the Düs-
seldorf Trade Fair Center Exhibitors for the field of 
personal protective equipment (including corporate 
fashion) are being presented in halls 3, 4, 5, 7.0, 9, 
10 and now also additionally in hall 11, correspond-
ing to the increase in demand again for space.

Themes concerning safety at work (including 
special equipment for fire protection and disaster 
management), being concentrated in halls 6 and 
7a, are going to be offered to specialist visitors. 
Just like in the area for health at work/corporate 
health (hall 10), live presentations held in special 
event zones are going to be taking place in the 
areas for personal protection and safety at work, 
conveying suggestions and knowledge for prac-
tice-oriented solutions in a diversified way. 

The established theme parks of occupational 
fire protection/emergency management (in hall 6/
partner: The Fire Brigade Association (WFV), the 
“Innovation park Safety & Security” in hall 7a 
must be mentioned as a presentation space for 
especially innovative products and services as well 
as the A+A Fashion show in hall 11. 

Extensive and International –  
the Congress Programme 
In addition to the trade fair and the integrated 
theme parks, the international A+A Congress is 
an integral component of the A+A, which had 
been lastly visited by around 5,500 participants. In 
around 60 series of events, it is programmatically 
oriented toward the fields of safety, health and er-
gonomics. Select topics are going to be simultane-
ously translated by interpreters (German – English) 
and are therefore not only appealing to a German-
speaking audience. For example, international 
items on the program include: Occupational dis-
eases, personal protective equipment, green jobs 
and prevention, training and qualifications or also 
audits and certification.  www.aplusa.de  
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 FIRE DETECTION

Real or Fake?
Avoiding the Dangers of Counterfeit Fire Detection Devices

When it comes to fire detection equipment, the rigorous design process, validation testing, testing before and during 

production and ongoing quality checks that authentic professional companies carry out is key to the reliability of their 

life safety products. Counterfeit products may, to the untrained eye, look identical, but no copycat product will ever ben-

efit the end user in terms of protecting and saving life as well as one which has been through the meticulous testing 

procedures of a genuine and reputable fire detection manufacturer. Paul Pope of Apollo Fire Detectors tells us how to 

avoid falling foul of counterfeit products.

During and after the design process, our products 
are subjected to the most comprehensive testing 
procedures to ensure performance and reliability 
to real life conditions is achieved. Our Havant site 
in the UK includes five test laboratories, which put 
every piece of equipment through its paces, not 
only as part of new product development, but also 
as ongoing quality control. Crucial to our success 
are our own in-house fire test facilities, and one of 
only a handful which are capable of in-house test-
ing throughout Europe. These different laboratories, 
with £2.5m worth of state-of-the-art equipment, 
cover every possible replicable scenario a product 
may encounter, from extreme environmental condi-
tions to harsh electrical and radio inference.

The fire testing laboratory allows products to 
be tested in varying fire conditions, with the con-
ditioning testing offering tests against a wide va-
riety of different conditions, including fluctuating 
temperatures, humidity, vibrations and shock. The 
performance and verification lab comprises large-
scale heat, smoke and gas tunnels and the electro-
magnetic compatibility (EMC) lab tests against a 
variety of factors such as noise, interference, static 
and lightning strike conditions. Finally, the audio 
and visual (AV) laboratory is used to test the perfor-
mance of notification devices to exacting standards.

The combination of these five laboratories re-
sults in a highly stringent testing process where 
products are not only tested to meet European 
regulations, but also the approval requirements 
of every country to which we supply our products. 
Such is the strength of our test facilities, that other 
fire detection companies regularly outsource the 
testing of their own products to go through the 
Apollo process, helped by the fact that our com-
pany is one of only a few manufacturers able to 
perform full EN54 product standard tests.

Once the testing stage is complete, a product 
will proceed to the third party testing stage for 
the appropriate certification, for example EN54, 
before heading to manufacture. The whole test-
ing process can take anything from three to six 

◀ Detectors undergoing soak testing
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months for an MCP switch, to up to two years for 
a new fire detector. 

The Risks, and How to Avoid them
The two main dangers of counterfeit fire detection 
equipment are firstly their non-compliance with 
industry standards, and secondly their non-com-
patibility within an overall fire detection system. 
In a situation where every single piece of equip-
ment, no matter how small, contributes to the safe 
and effective working of a detection system, the 
consequences of even one counterfeit element can 
be devastating. The authenticity of fire detection 
equipment should never be taken for granted and 
should always be verified at source.

Checking approval logos and relevant certifi-
cation numbers on the product is the first step in 
ascertaining a product‘s authenticity. But what if 
a counterfeit manufacturer copies these logos and 
product numbers? 

Chris Ellis, Laboratories and Validation Man-
ager at Apollo explains how even the small details 
can give the game away: “Counterfeit manufac-
turers will try and save money wherever they can, 
and this scrimping on quality often shows in terms 
of their products. If you place a genuine fire detec-
tor next to a fake one, there are a number of dif-
ferences which can often be seen. An example of 
these is the grade, and therefore the color, of the 
plastic used. Genuine detectors tend to be a bright 
white, whereas counterfeit products are often a 
creamier-yellow color. Also, if you take the front off 
a counterfeit detector, you‘ll see a marked differ-
ence compared to a modern original. It‘s a bit like 
comparing a 1980s TV with a modern one. Coun-
terfeit detectors often use old technology with 
cheap boards and lots of copper compared to the 
modern layered boards used today by reputable 
manufacturers. Other differences include details 
such as the quality of the labeling, and even the 
fact that the font on the labeling may look ‚cheap‘. 
These are all signs that the detector may be an 
imitation device.“ 

All of these pointers are great, but what if you 
are new to fire detection products, or have no 

genuine product against which you can compare? 
The advice that we‘d give would be to always 
use a reputable distributor or supplier, to do your 
background research by looking at a company‘s 
website and checking your device against the im-
ages and certificates shown, and above all else, to 
use your common sense, as Chris Ellis comments: 
„Cost will almost always be the strongest givea-
way when it comes to looking out for the warning 
signs of a counterfeit detector so if a product ap-
pears too cheap, then it‘s worth making additional 
checks.“

Third Party Certification
LPCB provides the independent, third-party certi-
fication of fire and security products and services 
worldwide and we‘ve worked with them for many 
years. Speaking about the issue of counterfeit fire 
detectors, LPCB International Business Develop-
ment Manager, Tony Dodkin, says: “The certifica-
tions which LPCB carry out give independent con-
firmation by an expert third party that a product, 
system or service meets, and continues to meet, 
appropriate standards. Certification gives suppli-
ers and purchasers confidence that products and 
services will perform as expected, through a com-
bination of regular company audits and a schedule 
of ongoing auditing. Our certification work in the 
fire detection industry sees us not only examining 
and certifying a new end product, but also car-
rying out factory inspections at manufacturers‘ 
premises, random product audits, and equipment 
checks.“

“We do receive requests from installers and 
distributors questioning the validity of new prod-
ucts that they are looking to install or stock, or 
checking that certification numbers are authentic 
and we welcome this level of vigilance. As well as 
checking directly with us, anyone wanting to check 
a genuine approved product can search the indus-
try ‚red book‘ – an online resource (redbooklive.
com) which lists all certified manufacturers and 
their products. All users need to do is type in the 
certificate number and they can see a detailed de-
scription and also any additional testing details.“

“The fire detection industry can be perceived 
as one which is slow moving in terms of new tech-
nology, but there‘s no doubt that it is also one of 
the most driven in terms of industry standards and 
legislation. By checking a product against these 
many certifications, people can avoid the pitfalls of 
counterfeit devices.“

A true manufacturer‘s product will, above all 
else protect and save life, and any building owner 
has the significant responsibility to customers, 
staff or whoever uses their facilities to ensure that 
this responsibility is taken seriously.

CONTACT
Apollo Fire Detectors
Havant, United Kingdom
Tel.: +44 2392 492 412

marketing@apollo-fire.com
www.apollo-fire.co.uk

Paul Pope is Business Innovation Manager at 
Apollo Fire Detectors
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Single and Combined Detectors

Apollo Fire Detectors has unveiled new ad-
dressable detectors in the Soteria detection 
range, which is designed to improve detection, 
reduce false alarms and deliver improved reli-
ability. The range will cover all detection meth-
ods such as heat, optical and CO, individually 
or in combination, and has been extensively 
tested at the company‘s in-house facilities to 
meet and exceed EN54 standards. The ‘ser-
pentine’ smoke entry path provides separa-
tion of smoke and dust, and enables smoke 
to pass to the cone chamber but acts as a 
barrier to dust and insect ingress. The Cone 
technology allows light from the LED to be 
entirely absorbed, reducing reflections in the 
chamber. This initial launch will include an Op-
tical Smoke detector, Heat detector and Multi 
(Optical/Heat) detector, and later this year the 
range will be extended to include three further 
detectors encompassing CO/heat, Tri Sensor 
and an Optical 4. www.apollo-fire.co.uk 

Picturing Alarms

Bosch Security Systems has introduced a safety 
management system for up to 31 networked 
fire panels with a maximum of 5,000 detection 
points. The monitoring and visualization soft-
ware is compatible with the company‘s 1200 
and 5000 series fire alarm systems and sup-
ports up to ten operators simultaneously. The 
system can be licensed for up to 2,500 (FSM-
2500) or 5,000 detection points (FSM-5000). 
These are sophisticated solutions for fire appli-
cations where visualization is mandatory while 
integration into a comprehensive building man-
agement system is not required. They connect 
to either stand-alone panels or a panel network 
via Ethernet or CAN-based over copper or fiber-
optic cables. www.boschsecurity.com 



ALARM MANAGEMENT

Easy As Pie
Intuitive User Interface for Optimal Security

We can hardly imagine a day without smartphones and 

tablets. Whether to find information, exchange messages 

or shop online, mobile devices are well established, practi-

cal tools that permeate our lives. First and foremost, their 

success lies in their ease of use. The trend towards greater 

user-friendliness is also making major inroads into the 

business world, including the security industry. Here espe-

cially, intuitive operation has major advantages. Response 

times to events can be shortened and learning to control 

even the most complex systems is possible without exten-

sive training.

The use of mobile devices is growing both in frequency and scope. In Germany, 
for example, one out of every two persons has a smartphone – that is a 25% 
increase between 2013 and 2014, according to a study by the Bundesverband 
Digitale Wirtschaft (German association for the digital economy). Smartphones 
and tablets are being used in many different ways: as televisions, cameras, 
calendars, travel guides and so much more. For all their multiple talents, one 
stands out: ease of use. It usually takes just a glance to identify the functionality 
behind the unique icons. The device is easy to control via the touchscreen with a 
few simple gestures, such as swiping, tapping or pinching. It practically operates 
itself, and even new or unfamiliar functions are often easy to learn simply by 
trying them out, making lengthy operating instructions unnecessary. Moreover, 
manufacturers are continuously honing the devices for even greater simplicity.

The buzz word is usability, the highest possible degree of user-friendliness. 
The term describes the user’s experience when interacting with a system. The 
European ISO 9241 standard, which covers the guidelines for human-com-
puter interaction, offers a somewhat technocratic definition of the term: „The 
extent to which a product can be used by specified users to achieve specified 
goals with effectiveness, efficiency and satisfaction in a specified context of 
use.“ Users appreciate the high degree of usability of tablets and smartphones 
in the private sphere, hence their increasingly popularity in the professional 
world. This is also true for software solutions in the security industry. More and 
more users place great value on usability and modern, visually attractive user 
interfaces. In the security industry, therefore, usability has become an impor-
tant differentiator.

Intuitive Operation Supports Swift  Response
Software ergonomics is key to developing a usable software solution. The de-
sign of the software must fit the abilities and needs of those working with it – 
not the other way around. If the user is forced to let the machine dictate how 
the interface is used, the mental demands may be too great, which virtually 
invites mistakes. Software ergonomics is also much more than an aesthetically 
pleasing interface design. Clear structures, familiar design elements and trans-
parent navigation simplify how information is perceived and evaluated. That is 
precisely why optimal ergonomics and the intuitive use it promotes are espe-
cially important in the security industry. These two factors ensure stress-free 
operation and fast response times, even in complex deployment situations.

Ergonomics also implies giving the user a good deal of flexibility in operating 
the software. Web-based applications ideally run on all the modern Web brow-
sers such as Chrome, Firefox, Internet Explorer and Safari. That way users can 
operate the system from a desktop or tablet with a choice of interaction modali-

ties: traditional mouse and keyboard or modern touch control, depending on 
preference. Modern, user-centric systems have another distinct advantage over 
conventional solutions when it comes to their ease of operation: intuitive opera-
tion cuts down on training and ramp-up time for the operators. This is especially 
important at sites that use external security personnel with high staff turnover.

Consistent Base for Different Solutions
Siemens recognized the value of usability long ago. Since 2006 the company 
has organized an annual employee conference to discuss the latest trends in 
usability and to exchange knowledge. The 2015 conference brought a new 
development to light: the Sishell framework for the Siveillance security portfo-
lio from Siemens. The new UI (user interface) framework has a well-organized 
homepage, an intuitive operating concept and a modern design, and it sup-
ports different end devices. User requirements came from comprehensive user 
analyses and were built into the framework from its inception.

Siport is the first product from the Siveillance solution portfolio to use the 
Sishell framework. Siport is a modular system for access control and time re-
cording that can be used to manage cardholder and building data in real time. 
The new Web applications in Siport 3.0 have an easy-to-use interface that can 
be accessed from any current browser. The operator has quick and straight-
forward access to the extensive system functions from the clearly arranged 
homepage. Customized applications are available for specific use cases, thus 
greatly reducing complexity. Even day-to-day tasks like access authorizations, 
user administration and door and room management are noticeably easier. 

Users can also customize operation to their individual needs. One of the 
options is selecting from among various input methods. Another allows dif-
ferent users to log into the same workstation in their preferred language and 
thereby work effectively. Multilingual login is available in German, English, 
and French. Integrating other languages is possible. Messages can also be out-
put bilingually, such as in English and Arabic. This is especially beneficial for 
international enterprises and companies whose employees come from many 
different countries. All the functions of the Sishell framework will also be avail-
able in any future new applications of the Siveillance product family. The goal 
is to create a consistent, cross-product operating concept and a uniform look 
and feel to facilitate faster response times and reduce the need for training.

CONTACT
Siemens, Building Technologies Division, Zug, Switzerland

www.siemens.com/buildingtechnologies
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COVER STORY

The Key to Effectiveness
Protecting Our Dependency on Utilities

So much of modern life – from boil-

ing a kettle to national security 

– relies on the safety of our critical 

infrastructure. If the electricity sup-

ply is interrupted, business and the 

economy grind to a halt. Without 

safe, uncontaminated drinking water, 

we can neither cook food nor stay 

clean. The individual elements of our 

infrastructure are increasingly inter-

dependent and a single failure can 

set off a cascade of consequences.

Consider the effects of a major electricity outage 
on our water supply. Pumps would be inoperable, 
interrupting the supply of fresh water as well as our 
ability to process waste; a domino effect. Potential 
threats to critical infrastructure are many and var-
ied, from intentional water contamination to the 
theft of valuable equipment from electricity genera-
tion or distribution sites. To a utility company, the 
cost of shutdowns can be huge and the damage to 
the reputation of the business can impact on stake-
holder value and confidence. To complicate the 
security picture, sites associated with utilities tend 
to be dispersed and remote. They rely on a vast ar-
ray of contractors and service teams to keep them 
running. Physical security at these sites is especially 
difficult, yet equally crucial. Utilities need to guard 

against sabotage, theft and trespass, while guaran-
teeing access to those who need it – at any time of 
day or night, and often at short notice.

CLIQ is a mechatronic locking solution that 
combines the highest standards of electronic and 
mechanical security. The range comprises keys, cyl-
inders and padlocks, software and key programing 
devices. Each key is programmable by a system 
administrator to open only the locks for which its 
holder has authorization. Keys have replaceable 
batteries that power the key, and this energizes 
the cylinder when inserted. Communication be-
tween cylinder and key is encrypted to ensure a 
high level of security. Because locks are wireless, 
installation time is minimal; on-site maintenance 
requirements likewise.

Near or Far
“CLIQ is a tried-and-tested technology with many 
thousands of installations around the globe,“ says 
Kevin Hoare, Business Development Director CLIQ 
at Assa Abloy EMEA. “It has already proven its 
high-level security capabilities in the field, and is 
very cost effective compared to wired access con-
trol solutions.“ The system is fully scalable and can 
be configured to suit smaller installations or mega 
locking solutions with 50,000 plus locking points 
spread over a wide geographic area. It already se-
cures facilities as diverse as a remote reservoir in 
Wales, power stations in Finland and district heat-
ing plants in Kiel.

The system has several advantages over tra-
ditional locks: any key can be immediately de-

Critical Infrastructure requires flexible access control – CLIQ keys can be programmed with flexible 
 access rights and schedules
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authorized if it goes missing, minimizing the risks 
associated with lost mechanical keys that can de-
grade the security of traditional locking solutions. 
In the words of Mats Fagerström, chief security of-
ficer at one of the company‘s customers, Helsingin 
Energia: “If someone goes out on a Saturday night 
and loses the key, it is not a risk to us anymore.“ 
Administrators can tailor the access rights of every 
key, so that it opens certain locks in a facility, but 
not others, or it only grants access rights at certain 
times. This allows security managers to introduce 
fine-grained permissions for employees, service 
crews and contractors.

For Annica Strandberg, Security Manager at 
Eskilstuna Energi och Miljö, this flexibility is vital: 
“Programmable keys allow us to give access to 
certain doors, to certain people and at a certain 
time.“ Where previously some employees had to 
carry an enormous bunch of keys for their day-to-
day work, one single CLIQ key has both lightened 
their load and upgraded company security. On the 
access control software side, the Web Manager 
software allows administrators to program, amend 
or delete keys remotely and instantly. It is straight-
forward for security managers to generate time-
stamped audit trails for any lock or key, and trace 
access workflows. Remote programming devices 
enable users to update keys anywhere.

Not Just for Doors
“Our locks and keys are also designed to with-
stand working in the harshest environments. 
They can be easily retrofitted to interior and ex-
terior openings, with minimum disruption, and 
work across multiple types of enclosure,“ says 
Kevin Hoare. The product range includes cylinders 
for doors, gates, windows, machine guards, equip-
ment enclosures, elevators and many other inter-
nal and external structures, as well as cylinders for 
explosion-prone areas. Because there is no cabling 
required, nor the need to visit the cylinders to 
maintain batteries, installation in remote settings 
presents no problems.

At Helsingin Energia, one of Finland‘s larg-
est energy companies meets about 90 percent of 
the heating needs of the capital Helsinki and has 
around 1,250 employees and 1,500 contractors, 
with ever-changing access requirements. In 2013, 
most of the openings throughout the company 
were secured with CLIQ – around 3,500 interior 
and exterior doors across 70 different locations, 
ranging from power plants to warehouses. “When 
employees arrive in the morning, they update their 
access rights. The audit trail for the previous day is 
collected at the same time,“ says Mats Fagerström.

Another utility that has made the switch to 
CLIQ is Stadtwerke Speyer, which supplies a Rhine-

land town with power, gas, water, and district 
heating. Around 50,000 residents rely on the com-
pany to keep operating, safely, around the clock.

Stadtwerke Speyer installed approximately 300 
CLIQ locking cylinders across its multiple critical 
sites. It is now quick and easy for security staff 
to reprogram cylinders when access rights need 
to be changed. As security demands at Stadt-
werke  Speyer also change – or operating sites are 
removed or added to the portfolio – it’s easy to 
manage all doors, padlocks, gates, and windows 
under the same CLIQ locking system. According 
to Ralf Lange, Stadtwerke Speyer’s security officer, 
“CLIQ makes daily work much easier, thanks to its 
flexibility.”

CONTACT
Assa Abloy EMEA

London, United Kingdom
Tel.: +49 30 8106 2970

thomas.schulz@assaabloy.com
www.assaabloy.co.uk/secure-infrastructure

Remote objects can be secured using the same system as in the office – 
power comes from the battery in the key

Access to outlying resources is granted only to authorized personnel via 
mobile programmers
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ACCESS CONTROL 

Walk, Don‘t Touch
Secure Frictionless Access Control by Contactless Scanner

Morpho (Safran), the supplier of 

biometric identification and security 

solutions, has launched Morphowave 

Tower,  a biometric access solution 

featuring high-speed touchless fin-

gerprint matching. It captures and 

matches four fingerprints at high 

speed as the user simply waves a 

hand over the sensor to be identified. 

The new terminal is a frictionless access control 
solution that is equally effective in both high se-
curity and high throughput applications, where 
users can be identified on the move without any 
need to stop or slow down. Because the sensor 
is touchless, its surface remains clean through re-
peated scans, and it reads wet and dry fingerprints 
without difficulty. The absence of residual latents, 
moisture, or transferred contaminants on the sen-
sor contributes to the speed and accuracy of fin-
gerprint acquisition. And the company’s advanced 
algorithms ensure high matching accuracy.

The color touchscreen, located above the sen-
sor, incorporates an IP videophone capability and 
can be programmed for time and attendance fea-
tures, text and video messaging, as well as cus-
tomized graphics, and administrative functions. 
The product was designed with all key interfaces, 
allowing direct and easy integration into existing 
access control and time and attendance systems. It 
has already been seamlessly integrated with over 
20 of the industry’s most commonly found access 
control systems, adding tremendous value and se-
curity to the existing installations. It can also be 

used as a stand-alone device for quick deployment 
at temporary events and facilities.

Quick and Accurate
The modern design of the Morphowave Tower 
and the extensive configurability of its functions 
make touchless identification a compelling option 
for government, business and commercial venues. 
Whether the objective is rapid, reliable identifica-
tion or identification and timekeeping, it enables 
more people to be accurately identified in less 
time, within the context of a comfortable, efficient 
user experience. The device was recently named 
Best New Product by the Security Industry Associa-
tion (SIA) at the 2015 International Security Con-
ference and Exposition, also known as ISC West.

CONTACT
Morpho (Safran)

France
Tel.: +33 1 58 11 73 42

access.secure@morpho.com
www.morpho.com

www.safran-group.com

The rapid scanner enables  
higher flow capacity

The MorphoWave 
Tower, frictionless 
access control 
 solution

 SECURITY  

28     GIT SECURITY 5/2015 www.GIT-SECURITY.com



Creating Confidence. In the cash processing operations performed by cash-in-transit compa-
nies, security, speed and efficiency are key. Our one-stop range of high efficiency automated cash center 
solutions enable you to achieve the service standards your customers want. And our tailored engineering, 
service, and support packages deliver the assistance you need in your cash management operations. From  
compact desktop counters to full-scale cash centers, we streamline your efficiency. www.gi-de.com

“ Cash-in-transit services  
are my business.  
And G&D delivers  
my peace of mind  
and flexibility.”
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With Europe‘s longest beach, the Adriatic coast in Emilia-Romagna in Italy has been a center of beach tourism for many 

years, thanks to numerous sports and leisure facilities, first-class hotels and a vibrant night-life, a true dolce vita. There 

is no problem if anyone should need to go to hospital while enjoying what the region has to offer. With its five affiliated 

hospitals, the local health authority provides comprehensive medical care for this region. But the constant coming and 

going in hospitals and administrative buildings poses enormous challenges for building security systems. The authority 

now meets such challenges with a SimonsVoss locking and access control system.

The region‘s health authority headquarters is lo-
cated in Rimini from where the authority manages 
hospitals in Rimini, Riccione, Cattolica, Santar-
cangelo and Novafeltria with a capacity of 1,000 
beds, all located within a 30 km radius. These insti-
tutions provide care for almost 47,000 patients a 
year. The authority employs a workforce of 4,500 – 
doctors and nurses from all branches of medicine 
plus office employees, technicians and service em-
ployees. It also has 250 external cleaning staff as 
well as 100 external technicians and other service 
providers. These employees all enter the different 
buildings at different times of day and night, de-
pending on their shift. There are also patients, visi-
tors and suppliers who can move freely around the 
hospital premises. 

Enrico Panigalli, the administration‘s Technical 
Project Manager, soon discovered problems. “We 
were simply no longer able to guarantee security 

in the administrative building or the hospitals with 
our mechanical locking system“ he said. “It was 
becoming increasingly difficult to control who en-
tered specific rooms and for how long.“ This posed 
a greater security risk as a hospital has extremely 
sensitive areas such as pharmacies, equipment 
and storage rooms, intensive care units, operating 
theaters, cash offices and EDP centers

“We could no longer guarantee protection 
against theft, misuse or damage. We had already 
experienced a few incidents of theft from chang-
ing cubicles,“ confirms Panigalli. Employees also 
frequently lost their keys. “Every key lost meant 
that we needed to replace at least one cylinder, if 
not more, depending on how many doors the key 
could open. The loss of a master key in particular 
would mean a major security risk and high costs 
to make a new key and replace the locking cylin-
ders. And access control was not possible. Nobody 

knew who was in the building at any given time, 
where they were or for how long.“ 

The health authority came round to the idea 
that they needed to invest in a new locking system 
that could be used to control access to buildings 
and individual rooms. „The lack of flexibility was 
no longer sustainable,“ Panigalli added. As a re-
sult, he started to look for a new locking system in 
June 2010. After a rather long planning phase and 
numerous comparisons of proposals, he found an 
ideal solution from SimonsVoss with its 3060 digi-
tal locking and access control system. It featured 
exactly what he was looking for: simple installa-
tion, access control, easy programmability and in-
stant response to key loss.

Easy Access Authorization
SimonsVoss employs a digital transponder that 
replaces the conventional mechanical key. This 

ACCESS CONTROL

What‘s Up, Doc?
A Widespread Electronic Locking System Bolsters Hospital Security
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device communicates with the digital locking 
cylinder via a wireless link, thus activating up to 
300,000 doors, gates, entrances, lifts and even 
turnstiles. The locking system management soft-
ware allows the administrator to issue or with-
draw access authorizations to transponders or 
users as required. Misplaced transponders can be 
quickly blocked online. “The new system allows us 
to issue, delete or change access authorizations 
with just a few clicks of the mouse on the PC. We 
can easily deal with logistical challenges such as 
a change of ward, relocations or lost transpond-
ers by simply reprogramming on the locking plan,“ 
says a pleased Panigalli about his newly acquired 
solution. “We can now control access to rooms 
perfectly and manage the locking system fully our-
selves. This is extremely practical as our buildings 
are located at different sites.“

Wireless World
When asked about the criteria which convinced 
the authority to purchase the chosen system, 
Panigalli replied without hesitation: “Compared to 
other providers, SimonsVoss offers a longer battery 
life and batteries can be replaced without disman-
tling the locking cylinder.“ The cylinders are pow-
ered by an integrated battery, as with all digital 

components in the system. Batteries last for up to 
a million activations or up to ten years in standby 
mode.

The changeover to the new system was in-
troduced without a hitch, the project manager 
remembers. “We were even able to install the sys-
tem effortlessly ourselves since there is no cabling 
and no need to drill doors or frames. And if we in-
stall another door, we won‘t need to open up any 
walls to install cabling. That is a great advantage.“ 
They are now already reaping benefits from the 
system. Theft from changing cubicles has already 
fallen by 80%. Costs for frequent cylinder replace-
ments and copying of keys have also been elimi-
nated, an enormous saving. The health authority 
and its affiliated hospitals are now using around 
1,300 digital cylinders and 4,000 transponders. 
“We are very pleased with the locking system and 
will continue to replace our old systems,“ con-
cludes Panigalli.

CONTACT
SimonsVoss Technologies GmbH

Unterföhring, Germany
Tel.: +49 89 99 228 0

marketing@simons-voss.com
www.simons-voss.com

System management is intuitive and fast

Security Products

Ethernet Switch with  
Optical Interface

ComNet Communication Networks of Dan-
bury, Connecticut, a USA-based manufacturer 
of fiber optic transmission and networking 
equipment, is introducing a four-port Self-
Managed Ethernet switch, the CNGE2+2SMS. 
The switch has two copper TX ports and two 
Gigabit SFP (Small Form-Factor Pluggable) 
Ethernet ports. These self-managed switches 
with PoE supply are designed as a simple, 
yet cost-effective solution to allow IP video 
to be introduced in multiple locations on a 
ring network topology without the cost and 
complexity a managed switch requires. The 
unit features Gigabit TX ports that take in IP 
video and two SFP optical ports that take in 
data from the previous network device and 
forward it optically to the next device in a 
ring topology. The unit is pre-programmed 
and meets the IEEE 802.1w RSTP (Rapid 
Spanning Tree Protocol) for a true self-healing 
network in the event of a path failure.
 www.comnet.net

PTZ Thermal Camera

Flir Systems has launched an affordable pan/
tilt thermal security camera. The PT-602CZ 
multi-sensor security camera delivers thermal 
imaging from a long-life cooled, mid-wave 
thermal detector that provides excellent 
long-range perimeter intrusion detection and 
surveillance. The multi-sensor allows users to 
see two times farther than uncooled thermal 
security cameras, even in complete darkness, 
bright sunlight or through dust and haze, 
making the camera ideal for critical infra-
structure, petrochemical and border security 
applications. ONVIF Profile S-compatible for 
easy integration into most third-party sys-
tems, the camera consists of a 14x continu-
ous optical zoom cooled thermal camera and 
a 36x zoom color visible camera, with human 
detection at a distance of 4 to 5 kilometers. 
 www.flir.com

www.GIT-SECURITY.com GIT SECURITY 5/2015     31

 SECURITY 



ACCESS CONTROL

Smart Hospitality 
Bloc Hotel, Gatwick Airport, to Become UK’s First Keyless Hotel 

In the competitive, not to mention crowded, world of hospitality, standing out from the competition and convinc-

ing travelers that you have something different to offer can be a hard call. Bloc Hotels have pulled this off in style at 

 Gatwick Airport’s South Terminal. Establishing a niche by taking the hotel room as a blank design, stripping out all the 

stuff you don’t need while upgrading the finish around all the stuff you do. Rooms are offered at a competitive price 

with everything booked, accessed and controlled by the very latest in smart technology.

The company opened its first hotel in Birming-
ham’s Jewellery Quarter in 2011. This has been 
well received within the city, its small but perfectly 
formed rooms bringing a touch of class to the low-
cost hotel concept by offering four-star standards 
at two or three star prices. In March 2014 the 
group opened a second property in a very different 
location at Gatwick Airport. 

Bloc use Hospitality specialists Boxbuild to de-
sign, procure and fit out the physical rooms and to 
provide the smart technology solutions the Hotel 
runs on. The key to their success is to build the in-
dividual hotel rooms off site in pre-fabricated kits. 
These are then delivered to and rapidly assembled 
on site. High quality, long lasting materials are used 
so no plastering or painting is needed speeding up 
the fit out process and providing a long lasting space 
that requires little maintenance. The bathroom is 
modular so it simply fits into place and is connected 
to power and water. The result is a uniformly dark, 
but practical and contemporary room that perfectly 
suits the needs of the business or family traveler.

The Gatwick hotel is spread across five floors 
with 245 rooms divided into standard, business 

and executive level offerings with 5 disabled-
friendly rooms per floor and is located in an old 
renovated office block built above the airport with 
reception inside the South Terminal – just steps 
from departures. 

The Technology
According to recent research by hotels solutions 
provider HRS, guest demand for the use of smart-
phones, tablets and corresponding apps as part 
of their hotel experience is increasing. The new 
research surveyed 4,377 users and found that 
44% of guests from the UK would like the use of a 
tablet PC in their room, and 42% would rather op-
erate their hotel room’s lighting, air conditioning 
and television via a touch screen display instead 
of using a separate remote control or switch. The 
survey also revealed that business travelers in par-
ticular are looking for a home-from-home experi-
ence when it comes to the use of smart technol-
ogy in their hotel room.

“Research such as this is encouraging as we 
know the hospitality industry is exploring the use 
of smartphones and tablet technology, but we’re 

probably 12 to 18 months ahead of everyone else 
when it comes to having a fully-functioning, cut-
ting edge hotel that has been designed from the 
ground up to operate this way,” says Gary Holmes, 
Managing Director of ConnectedHotels, the tech-
nology division of Boxbuild. 

“The technology we’ve delivered for Bloc goes 
far beyond just offering free Smart TVs, free Wi-Fi 
and super-fast broadband; it encompasses every-
thing from the Guest Experience including mobile 
and web, access, self-service kiosks for check-in 
and tablet control of in-room systems, through 
to back of house operations processes, automat-
ing and integrating check-out and housekeeping, 
building management, energy efficiency and op-
eration of the live hotel environment.

“Take room access, for example. We had a 
good look at what other hotels were doing and 
what they were using and decided we wanted 
something that was sleek, cutting edge and con-
temporary, not to mention smart. If you look at the 
door locking systems a lot of other hotels still use 
they are big, bulky, and in many cases downright 
ugly. Often they run on old-fashioned swipe tech-
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nology because it’s cheap and guest security in 
some cases is not always their highest priority. We 
were determined to be different.

“Our strategy is focused around the use of 
mobile apps that are free for Guests to download 
from the Apple AppStore or Google Play and able 
to tap into developments such as NFC (Near Field 
Communications) or BLE (Bluetooth Low Energy) 
so that the Guest’s own smartphone becomes not 
only their room key, but their wallet and remote 
control device as well. 

“With this complete digital experience, guests 
can book a room, check in and use their smart-
phone as their electronic room key. Once in the 
room, a passive infrared sensor detects their pres-
ence and turns on the lighting and if we want, 
the air conditioning to a preferred temperature, 
and switch the television on with a welcome mes-
sage. The same app then enables the smartphone 
to control room features such as lighting, air con-
ditioning, electric blackout blinds and the smart 
LED television. Each room also has a dedicated 
Samsung Galaxy Tablet to provide in room con-
trols with a very simple interface so guests of any 
age or technical ability can use the features of the 
room without downloading the app.

“Finding a room lock that could work with this 
technology to our high standards was a fairly short 
search as many manufacturers’ offerings were 
simply not up to the job. This led us to Salto who 
offer wire free and wireless access control technol-
ogy and have an established reputation as manu-
facturers of advanced security solutions to the ho-
tel and hospitality industry”. 

The Product
Salto’s Aelement has been developed with the 
needs of hotels in mind and features a range of 

hospitality-specific applications including the abil-
ity to control the security of the entire hotel from 
a single location. This includes granting access 
privileges to individual guest rooms and gathering 
audit trail data from every door in real time – all 
without leaving the front desk. Other benefits for 
the hotel include instant room move and instant 
extended stay abilities as well as lost card cancel-
lation, intrusion alarm, door ajar alarm, remote 
opening, real time audit trail, passage mode acti-
vation for meeting rooms and automated low bat-
tery reporting. 

“Aelement is also NFC (Near Field Communi-
cations) enabled so it was the perfect choice of 
product to work with the Boxbuild mobile device 

approach”, says Darren Keating, National Account 
Manager Hospitality for Salto. “This in-built tech-
nology gives the hotel the ability to continuously 
upgrade their security without having to upgrade 
their locks, saving them long term operating costs 
while providing the hotel with what it needs most 
– total control.”

CONTACT
Salto Systems
Oiartzun, Spain

Tel.: +34 943 344 550
info@saltosystems.com 
www.saltosystems.com

The app enables the smartphone to control room features such as lighting, air conditioning, electric 
blackout blinds and the smart LED television

Security Productsmore info at www.PRO-4-PRO.com/security

Very HD Camera
Avigilon Corporation showcased a sin-
gle-sensor 7K (30 MP) security cam-
era. Delivering extremely high image 
detail, the 7K HD Pro camera simul-
taneously provides maximum scene 
coverage while minimizing bandwidth 
and storage consumption. The company also announced the launch of the 
6K (24 MP) HD Pro camera. The 7K HD Pro camera, when coupled with the 
Avigilon Control Center (ACC) software featuring the company‘s patented 
HD stream management (HDSM) technology, provides clear image detail, ef-
fective processing power and efficient bandwidth and storage management. 
The 7K camera delivers horizontal resolution exceeding 7,000 pixels and a 
total of more than 30 million pixels. www.avigilon.com

Mini Thermal Camera
Flir Systems has announced their TCX 
Thermal Mini Bullet camera, a security 
camera combining 24/7 high-contrast 
thermal video and high-performance 
built-in video motion detection. It is 
powered by the company’s Lepton cam-
era core. Flexible for integration in any 
environment, indoors and out, even in 
temperatures as cold as -40°C, the camera is ideal for ensuring the safety of 
public buildings, industrial facilities, large and small businesses or residential 
areas. Featuring both intrusion detection and accurate video alarm verifica-
tion in one device, it supports lighting control, people counting, retail traffic 
flow and queue management. www.flir.com

 SECURITY  

www.GIT-SECURITY.com GIT SECURITY 5/2015     33



PERIMETER PROTECTION

Illuminators  
Identifying Intruders
IP Video Solution and Network Lighting in  
Las Vegas Country Club Community 

Raytec Vario IP PoE LED Network Illuminators have been installed in a large 

estate in a Las Vegas country club community – unlocking system intelligence 

and proactively deterring crime. With multiple residences having experienced 

break-ins at night that resulted in extensive losses, the owner of the estate 

turned to IP Video technology for protection; with Raytec network lighting at 

the very centre of the solution.

Axiom Design, a technology consulting firm spe-
cialising in the design of Security, Communication, 
Entertainment and Integrated Environmental con-
trols, was responsible for the system design and 
technology integration for the project. The Com-
pany was faced with a situation that required a 
broad security solution to help successfully detect, 
identify and alert the client and an off-site central 
video monitoring station. The system was also 
required to be easy for the client to operate ef-
ficiently and quickly in order to confirm activity on 
the premises and alert the authorities. The city of 
Las Vegas has a ‘No Response’ policy which states 
that without verification, no emergency respond-
ers will be dispatched as the level of false alarms 
is far too high. 

Integrated IP Lighting Solution
Following a thorough risk assessment, Axiom rec-
ommended a solution with the highest level of pro-
tection for the client. A fully integrated and multi-
faceted IP security system was custom designed to 
the clients’ needs, with information centrally man-
aged and seamlessly relayed between all devices 
by two software platforms: a Crestron integrated 
home automation control system and a Mobotix 
video software (VMS) platform, to deploy the best 
security response in the exact place needed on site.

Given that most crime happens during the 
hours of darkness, Axiom recognised that respon-
sive IP White-Light LED technology was a crucial 
element for tying all parts of this project together 
and achieving not only the CCTV image verifica-
tion needed for a police response, but also to deter 
crime from occurring in the first instance; Axiom 
did not hesitate to recommend Raytec.

“Having worked with Raytec high performance 
LED products before, and knowing the integral re-

quirement for identifying a perpetrator, we knew 
that their White-Light network illuminators would 
provide the powerful solution we were looking 
for”, comments Robert Kranson of Axiom Design, 
who was in charge of managing the project. “We 
could also fully integrate the IP lighting into the 
managed network solution and configure the 
detection and identification process based upon 
multiple triggers from various security devices, 
providing different light outputs centered around 
the nature and severity of the alert and threat.” 

The final hardware system consists of an early 
detection laser, Mobotix M15 thermal and S15 
optical cameras, and Raytec’s ‘Vario IPPoE’ White-
Light Network LED Illuminators. 

Fully integrated into the Crestron home auto-
mation system with a range of other access control 
devices, the laser detector raises an alarm into the 
Crestron system on identification of an intruder on 
site. This in turn raises an alarm into the Mobotix 
VMS to activate the thermal camera in the exact 
area that the intruder has been detected.

Based on heat detection, the thermal video 
analytics identifies the subject and recognises the 
proximity of the intruder to the home, in complete 
darkness. The VMS solution then sends HTTP com-
mands directly to the whole group of Raytec net-
work illuminators and triggers them into a specific 
deterrent flashing mode, providing a noticeable 
White-Light warning to the intruder that they are 
being watched and recorded. But the illuminator 

The Raytec IP lights enable the  
camera system to provide enough 

 lighting to deliver clear and  
detailed images for identification  

purposes during the night ▶
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located in the exact area of concern, is configured 
to produce a solid-on White-Light output to allow 
the 5MP Mobotix optical camera in that area to 
generate a detailed night time colour image of 
the intruder for identification; displayed both on-
site and streamed live off-site to the central video 
monitoring station. 

The high quality images provide sufficient veri-
fication of the intruder, and qualify the site for dis-
patch of an emergency police response.

Clear Images for Identification
Robert Kranson confirmed that “the Raytec 
IP lights enable the camera system to provide 
enough lighting to deliver clear and detailed im-
ages for identification purposes during the night. 
This process ensures improved police response 
time and allows potential false alarms to be sig-
nificantly reduced”.

The project also presented hurdles when it 
came to specifying the lighting, but thankfully the 
network illuminators from Raytec helped Axiom to 
easily overcome them, and delivered huge perfor-
mance, operational and installation benefits. Dur-
ing the security retrofit, the site also underwent a 
significant upgrade to its landscape lighting to im-
prove the quality of light. The new LED landscape 

lighting radically improved the aesthetics over the 
previous halogen low voltage lighting, but was not 
able to provide enough supplemental light to allow 
the cameras to deliver a good colour image. But 
with the addition of the LED Network Illuminators, 
this provided a dedicated layer of security lighting 
to not only allow the cameras to generate clear col-
our CCTV images for precise subject identification, 
but also to capture every detail in the entire scene, 
evenly illuminating all targets at different depths. 

This is thanks to Raytec’s holographic lens 
technology and elliptical beam patterns with Hot-
spot Reduction Technology. The holographic lens-
ing spreads and controls the light for an outstand-
ingly even light output across the full width and 
depth of the scene with no dark or bright areas 
in the image. The highly targeted elliptical beam 
pattern focuses the light where it is needed most, 
reducing light spill both upward and in the fore-
ground, eliminating potential hotspots caused by 
over exposure at close range.

In addition, where the White-Light was used in 
a flashing mode, it provided an extremely effective 
visual deterrent to stop crime occurring in the first 
place. Using lighting on demand in this way, trig-
gered only when needed, also significantly reduces 
electrical consumption.

Furthermore, the site had extremely high tem-
peratures, often reaching up to 50 °C (122 °F) in 
Las Vegas. But all Raytec illuminators can oper-
ate comfortably and faultlessly in temperatures 
ranging from -50 °C to +50 °C with a lifetime of 
ten years plus whilst requiring zero maintenance 
– eliminating ongoing bulb replacement costs as-
sociated with older style lighting technology. Also, 
due to the Raytec lighting being PoE powered, it 
was extremely cost effective when it came to the 
installation. They could be controlled, managed 
and easily added to the newly deployed high per-
formance fibre optic network infrastructure, and 
connected at local PoE switches at each camera 
point, further leveraging the LAN. 

 “Raytec’s support was second to none”, fur-
ther comments Robert Kranson. “Their engineers 
were extremely helpful with product selection and 
software support for configuring and controlling 
the IP lighting”. 

CONTACT
Raytec

Ashington, United Kingdom
Tel.: +44 1670 520 055

sales@rayteccctv.com  www.rayteccctv.com
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GIT SECURITY: What is more important in 
these days, product performance and innova-
tion or service and integration?
Scott Schafer: As a pioneer in megapixel imag-
ing solutions for professional surveillance appli-
cations our success was always equally attribut-
able to both, superior technology and outstanding 
support processes and programs behind them. 
We have always been at the forefront of Mega-
pixel technology but have always backed this up 
with support programs and our service offering. 
From the beginning we believed that megapixel 
imaging was a disruptive technology that would 
significantly impact the professional security and 
surveillance industry. This has undoubtedly proven 
to be true and we have been on a deliberate path 
delivering high levels of education, programs, and 
support to drive this trend, while maintaining our 
technology leadership.

On the technology side, what are the latest 
advances?
Scott Schafer: We are now offering the industry’s 
most comprehensive line of megapixel cameras, 

ranging from compact single sensor 1.2MP cam-
eras to multi-sensor panoramic cameras with up 
to 40MP resolution. There are some features like 
innovative processing capabilities and low light 
performance that further differentiate us from our 
competitors. Our Stellar technology dramatically 
increases low light color imaging performance. In 
addition, features like remote focus and zoom are 
now offered across an entire range of our cameras 
while the new AV-IP Utility software delivers fur-
ther simplified setup, operations, and firmware up-
dating. Our fifth generation of MegaVideo camer-
as includes the Stellar technology. MegaVideo G5 
cameras are enhanced with on-board SDMC card 
storage up to 32GB and with CorridorView which 
allows the camera image to be rotated 90 degrees 
for increased coverage of hallways and corridors.

Multisensor cameras are becoming very popu-
lar and more and more vendors have them in 
their portfolio now. How do you see Arecont 
Vision’s position here? 
Scott Schafer: Multisensor cameras are fantastic 
tools to cover complex surveillance challenges and 

At the Arecont headquarter 
in Glendale,  California: 
 Arecont  Vision Executive 
Vice President Scott  Schafer, 
 Heiko Baumgartner (GIT 
 SECURITY) and Jeff Whitney, 
Vice President of Marketing

At IFSEC in London Arecont Vision 
was showcasing an impressive offer-
ing in Megapixel technology backed 
by support programs and business 
best practices for the benefit of inte-
grators and end  users. The company 
continues to drive the widespread 
deployment of megapixel cameras 
globally and the latest products 
deliver increased performance and 
situational awareness while lowering 
Total Cost of Ownership. GIT SECU-
RITY asked Arecont  Vision  Executive 
Vice President Scott Schafer about 
 Arecont’s strategy and the product 

developments.

INTERVIEW

Added Value for Resellers 
and End Users

Arecont Focusses on Innovative Megapixel  Technologies and Business Practices 
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we are proud to have set the trend here. While you see a lot of prototypes and 
market introductions here at the show, we already present our fifth generation 
of SurroundVideo panoramic cameras at IFSEC. We introduce the 5MP Sur-
roundVideo G5 with Stellar technology and remote focus P-iris lenses. Both 
standard and smaller form factor versions of 12MP and 20MP SurroundVideo 
G5 cameras have also been added, each with double the frame rate of previ-
ous models. This is the company’s fifth generation of multi-sensor panoramic 
camera systems that delivers superior 180° and 360° wide area coverage and 
strong financial benefits. With the addition of remote focus and p-iris lenses 
and delivering double the frame rate over previous models, we continue to be 
the leader in multi-sensor surveillance technology.

Integration is the big topic here at IFSEC. What efforts do you under-
take to make the integration of your products easier?
Scott Schafer: The Arecont Vision MegaLab helps ensure seamless integration 
of a wide range of leading VMS solutions and other system components for 
design, installation, and support activities to further enhance the end user and 
reseller experience. These features and programs combine to make new instal-
lations both faster and easier, saving time and money for installing systems 
integrators and dealers.

Can you give us an example how you help customers on the service 
side?
Scott Schafer: The unique combination of performance and support benefits 
incorporated in Arecont megapixel cameras provide integrators and users with 
the complete package. To complement these technology advancements, we 
have paid close attention to the educational and operational needs of our 
reseller partners and customers. Our new Tactical Assistance Center (TAC) and 
the enhanced Reseller Partner Program are perfect examples. Initiated to fur-
ther assist integrators with system design, implementation, and post-instal-
lation support, the new TAC provides live and on-line support for authorized 
reseller partners and end users. The TAC delivers world-class responsiveness, 
currently answering approximately 90% of incoming tech support calls during 
primary support hours in less than 60 seconds and escalating support require-
ments appropriately for rapid problem resolution. Our advanced replacement 
RMA process is part of the program.

What other tools do you provide your reseller and technology partners 
to help them grow their businesses?
Scott Schafer: The updated Partner Program provides two entirely online 
programs to assist in the sale of our products. The online demo equipment 
loaner program provides fast access for resellers to the products they need to 
effectively demonstrate the value of megapixel solutions. The project registra-
tion program ensures authorized resellers receive strong price protection and 
excellent margins while delivering outstanding value to end users. Authorized 
resellers are also supported by our University’s Channel Partner Certification 
Program, which provides the education and tools needed to sell, design, de-
ploy, and support megapixel surveillance solutions. We continue to make it as 
easy as possible for security professionals to capitalize on the performance, 
convenience, and cost advantages that Arecont megapixel cameras offer. We 
believe we deliver the best combination of technology and support in the se-
curity industry, attested by the numerous accolades we’ve received and our 
continuing customer satisfaction survey results.

CONTACT
Arecont Vision Europe 

Duesseldorf, Germany
Tel.: +49 69 695 3460 0 

europe.sales@arecontvision.com

www.GIT-SECURITY.com
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INTERVIEW

Increased Connectivity
Security Products Built for Intelligent Solutions 

GIT SECURITY: Integration and business intel-
ligence are the hot topics here at the show. 
What do you think about their role for the 
security industry? 
Peter Ainsworth: I truly believe in creating a 
smarter, safer world and I have a passion for de-
veloping and marketing solutions for clients that 
help them improve their Return on Investment 
through business intelligence gained from security 
systems. Now that we are in an IP digital world, 
what would have been previously viewed as only 
a security system can be turned into a business in-
telligence system if you use the opportunities that 
integrations can offer. 

What is your role at Tyco Security Products 
and what is your approach to move the things 
forward in that direction?
Peter Ainsworth: The passion described above 
has driven me to spend my business career in 

Product Management. As the Director for Product 
Management for EMEA, I manage the european 
product portfolio for Tyco Security Products. The 
main goal for me is to ensure that there is a full 
integrated solution that can match the client’s 
needs across each vertical and horizontal market. 
It is also my mission to ensure that these solutions 
are marketed in a targeted way utilizing the digital 
world to reach the real decision makers. I am re-
sponsible for a team of product marketing experts 
in the field of Video, Access Control and Intrusion 
Detection.

Is it difficult to approach the market with all 
the different brands that are joined under the 
Tyco Security Products umbrella brand? 
Peter Ainsworth: For the most part, because our 
brands have their individual product strengths as 
well as regional influence and focus, approach to 
the market has not been an issue. What is more 

important for us is the experience the end-user 
receives when he uses the products from differ-
ent Tyco Security Products brands and builds a 
solution.  We will continue to build on this end-
customer centric focus and leverage our unique 
ability to capture, analyse and deliver actionable 
intelligence to customers at nearly any level.

Can you give us an example how you help 
customers with solutions?
Peter Ainsworth: The best example is the victor 
unified platform which provides complete video 
and access system management from a single in-
terface and a single database. Operators can now 
manage events and create incident reports with a 
few simple clicks. The newest version of the victor 
VMS manages live and recorded video from all of 
Tyco Security Products’ recorders, as well as Kan-
tech and Software House access control systems, 
DSC intrusion solutions and third party solutions in 

At IFSEC in London Tyco Security Products was 

featuring an expanding portfolio of integrated solu-

tions and products. The solutions displayed at IFSEC 

included several examples of the company‘s com-

mitment to providing a portfolio of unified, intuitive 

solutions that offer additional flexibility, mobility 

and intelligence for the customer. GIT SECURITY 

had the opportunity to speak with Peter Ainsworth 

in his new role as Director for Product Marketing 

and Management for EMEA about the Tyco Security 

Products portfolio and the approach to develop a 

more unified offering.

Peter Ainsworth, Director of 
Product Management EMEA 

at Tyco Security Products
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a single, intuitive interface. This new update signifi-
cantly improves the user’s experience in organising 
and managing events as well as the creation of in-
cident reports allowing a holistic management of 
alarms, reporting and investigations from diverse 
systems including: access control, intrusion, fire, 
intercom, elevator and HVAC systems. Having the 
most critical information about their organisation 
available in a single interface is no longer a luxury 
for operators and investigators, who need access 
to this information quickly.

And you have developed an anti-theft  
solution for the retail market?
Peter Ainsworth: Yes, through our Exacq brand, 
we have announced an integration with the Sen-
sormatic anti-theft system from Tyco Retail Solu-
tions. The combination of exacqVision video man-
agement system and the Sensormatic system gives 
retail customers a unified Tyco solution, capturing 
loss event data and providing video recognition to 
improve loss prevention efforts. The Sensormatic 
pedestals capture valuable loss prevention data to 
create a surveillance zone at the end of a check-
out lane or at the store exit. When an alarm event 
occurs, the system notifies store employees when 

someone exits the store or if merchandise still has 
the electronic article surveillance tag attached. 
With the exacqVision integration, retail customers 
have the benefit of an added layer of video surveil-
lance and real-time loss event insights. Retailers 
can view live video images of the alarm event as 
it occurs or search previous EAS system events and 
see the corresponding exacqVision video at the 
time the event happened. 

On the product side, what is new at  
Tyco Security Products?
Peter Ainsworth: Leading the introductions from 
the video surveillance portfolio is the new line of 
Illustra Edge cameras, a complete high definition 
video system combining an Illustra IP camera, pre-
installed exacqVision video management system 
(VMS) software and SD card storage into one, out-
of-the-box solution. On the access control side, the 
new Kantech KT-1 Ethernet one door controller is 
an economical, yet feature rich controller that was 
designed with installers in mind. With a simple 
network connection and the push of a touch sen-
sitive button, the KT-1 controller is automatically 
detected and enrolled on the EntraPass security 
management system, making it quick and simple 

to install. PowerSeries Neo 1.1 from DSC is an in-
novative solution for residential and scalable com-
mercial installations that combines the flexibility of 
a modular, hardwired system with the simplicity of 
a wide range of wireless devices and peripherals. 
In addition to these headline solutions, we have 
introduced the American Dynamics VideoEdge 
NVR v4.6 which has the unique ability to provide 
up to 84 dynamic video streams per NVR cluster 
without the need for any dedicated transcoding 
server. New with CEM is the AC2000 WEB which 
makes it easier to securely access key AC2000 ac-
cess control functionality anywhere through a web 
browser.

CONTACT
Tyco Security Products

Heathrow, United Kingdom
www.tycosecurityproducts.com

painsworth@tycoint.com
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Rugged Mobile DVR
TeleEye have announced their mobile DVR, specifically designed for securing 
the safety of public and transit vehicles applications. The RX538 in a robust 
housing was recognized and awarded the“Best Crime Preventive Product 
Award“ in June 2015 by the Hong Kong Security Association. This 960H DVR 
is able to withstand harsh conditions such as temperature fluctuations from 
-25°C -50°C and power interruptions. The unit is engineered with good sta-
bility and is not affected by vibrations, so it will continue to record smoothly. 
The device operates on a 3G/4G mobile network. Where low latency and 
unreachable fixed networks are a concern, this DVR, using SMAC-M tech-
nology, ensures that operators in the control room can stream the video 
footage smoothly without any buffering and disruptions, permitting real-
time monitoring and recording. www.teleeye.com

LTE Gateway
Moxa, a manufacturer of communications equipment for the Industrial Inter-
net of Things, is helping to take full advantage of LTE for M2M applications 
by introducing their first LTE cellular gateway, the Oncell G3470A-LTE. The 
unit features an integrated, high-speed 4-port Gigabit Ethernet switch that 
allows devices the ability to NAT and route between the cellular connection 
and wired ports. It is equipped with built-in power and antenna isolation to 
counter EMI, along with dual SIM support for cellular connection redundan-
cy, dual power input and Guaranlink technology for connectivity. Together 
these ensure uninterrupted video streaming over LTE networks in harsh and 
demanding industrial environments. The device comes with Moxa‘s Oncell 
Central Manager v2.0 software that allows up to 2000 network devices to 
be configured, managed and monitored. www.moxa.com 

Remote DVR
Avigilon Corporation has 
added the Avigilon Control 
Center Edge Solution High 
Definition Recorder to its 
product portfolio. The re-
corder with PoE ports supports HD cameras up to 7K (30 MP) resolution and 
powerful remote access capabilities in a compact design. It is ideal for cen-
tralized monitoring of critical infrastructure and offers intelligent monitoring 
deployed on-site at the network edge, the ability to store high amounts of HD 
video data remotely and the ability to view live or recorded video from long 
distances upon demand. Locations such as upstream oil and gas pipelines, 
power substations and telecommunications towers are typical locations to 
record critical video and keep people, property and assets safe. The appliance 
is available in 2 terabyte (TB) and 4 TB storage models. www.avigilon.com

High Resolution Dome Camera
Panasonic recently launched a dome cam-
era which delivers ‘true 4K’ image qual-
ity and has also expanded their portfolio 
with a 4K Network Video Recorder and 
4K video wall screens, providing a com-
plete 4K system. The WV-SFV781L true 
4K camera can cover a view four times 
larger than 1080p cameras, and a view 
nine times larger than 720p cameras. It 
can also cover two and three times the distance of 1080p and 720p cameras 
respectively, reducing the overall cost of a surveillance system by as much as 
half. “We want to provide a working, off the shelf, 4K system, that will reduce 
overall surveillance costs,” said Sean Taylor, European Head of Marketing and 
Channel at Panasonic Security Solutions. www.panasonic.co.uk



Out-of-the-box, easy, plug and play interoperability. It 

is what we all want and expect as end users in today’s 

market. No matter what the brand or even platform, the 

expectation is that when we buy a new tablet or wire-

less speakers and hook them up, the devices will work in 

concert with one another. Though the technology is on a 

larger scale and arguably more complex, integrators, system 

providers and end users in the physical security industry have 

similar expectations about IP-enabled security devices. In fact, 

 recent surveys of ONVIF users and integrators have shown that easy 

configuration is the number one requested feature for future profiles. 

VIDEO SURVEILLANCE

ONVIF Profile Q
Easy Configuration of IP Cameras

Profile Q, ONVIF’s newest draft specification, has 
been created in direct response to this feedback. 
The new profile answers the call for easy instal-
lation and out-of-the-box functionality using the 
ONVIF specification, catering to the security-spe-
cific needs of an easy set-up mechanism and basic 
device level configuration. Slated for final release 
in July 2015, manufacturers will have ONVIF auto-
matically enabled for every product that is Profile 
Q conformant. This means that an integrator or 
user doesn’t have to find a switch to activate ON-
VIF, or search for instructions issued by the manu-
facturer or printed on a label on the device. 

ONVIF Profile Q conformant devices are easily 
discoverable and allow the installer to set common 
settings such as IP address, time, authentication 
and security settings. It does not matter what type 
of device the client is communicating to, as the 
ONVIF commands are common to all device types. 
When replacing a camera in an already existing 
system, an ONVIF Profile Q device can be config-
ured quickly by using the data from a backup. The 
new profile also features a factory reset functional-
ity that will bring a conformant device back to its 
original out-of-the-box state, thereby always retain-
ing interoperability with other ONVIF IP security de-
vices. Events can also be managed through ONVIF 
Profile Q conformant devices. These device events 
can include fan, power supply or storage failure, as 
well as critical temperature and last backup.

Security Features
Another essential element of ONVIF Profile Q has 
been developed in response to recent changes 
in infrastructure and management philosophy. In 
the days of analog, dedicated networks for CCTV 
and access systems provided not only the expecta-
tion of plug and play interoperability, but also the 
peace of mind that the information transmitted 
between devices was free from harm. The IP equiv-
alent of those private networks is a dedicated IT 
network for security devices, but the reality is that 
the expense of maintaining a separate network for 
security and another for other business operations 
is a luxury few organizations can afford in the long 
run. Therefore, networks are converging and being 
streamlined in order to affect cost savings. When 
sharing communication infrastructure with other 
business networks, however, CCTV and access 
systems need particular information security capa-
bilities in order to provide the same security as a 
system that is operating in a dedicated network.

ONVIF Profile Q answers the call for advanced 
information security features, in addition to pro-
viding necessary out-of-the-box interoperability. 
An integral part of interoperability is setting up 
secure connections between devices and clients. 
ONVIF Profile Q does this by supporting Transport 
Layer Security (TLS), the primary security feature of 
the new profile. TLS is a widely used cryptographic 
protocol that is designed to provide communica-

tion security. The protocol 
uses certificates and asymmet-
ric cryptography to authenticate the data trans-
ferred between the parties. 

As a prerequisite for TLS, ONVIF Profile Q also 
allows for the management of certificates and 
keys on ONVIF devices themselves. Once set up, 
ONVIF Profile Q devices and clients can commu-
nicate across the network in a way that prevents 
tampering and eavesdropping even though the 
network is shared with other systems.

Main Features are Security Features 
It is no coincidence that the two main features of 
ONVIF Profile Q are easy set up and advanced se-
curity features. The two are inexorably intertwined. 
If a product is too complicated to set up and config-
ure, then it often goes unused. If security features, 
too, are difficult to install, configure and maintain, 
busy and frustrated operators often turn them off. 
This, of course, though understandable, leaves de-
vices and networks vulnerable to attack. ONVIF 
Profile Q makes configuration and the implementa-
tion of advanced security easy for integrators and 
users, saving their valuable time and ensuring that 
their networks are safe for multiple uses.

The ONVIF Profiles
Profile Q is one of four profiles currently offered 
by ONVIF. In addition to Profile Q, ONVIF has de-
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veloped three other profiles: Profile 
G for video storage, which was re-
leased in July of 2014; Profile C for 
physical access control, released in 
March of 2014; and Profile S, ON-
VIF’s first profile, which was released 
in January of 2012 and helps end 
users and system designers in deter-
mining interoperable components of 
a physical security solution.
ONVIF Profile G is the specification 
that encompasses on-board video 
storage, searching, retrieval capa-
bilities and media playback. Profile 
G was created to further refine the 
interoperability between live video 
and video storage. It covers cameras, 
encoders and network video record-
er (NVR) devices as well as client 
systems such as video management 
systems, building management sys-
tems and physical security informa-
tion management (PSIM) systems, 
among others. 

Through Profile C, systems inte-
grators, specifiers and consultants 
are able to achieve interoperability 
between clients and devices of phys-
ical access control systems (PACS) 
and network-based video systems. 
Compatibility between access con-
trol edge devices and clients is im-
proved, installation simplified and 
training time diminished because 
of the reduced need for multiple 
proprietary monitoring systems to 
handle different PACS devices. Pro-
file C conformant devices within the 
access control system provide door 
and access point information and 
functionality related to basic door 
control activities such as locking and 
unlocking doors, when a door has 
been accessed and other door moni-
toring tasks. 

Profile S describes the common 
functionalities shared by ONVIF con-
formant video management systems 
and devices such as IP cameras or 
encoders that sends, configures, 
requests or controls the streaming 
of media data over an IP network. 
The profile includes specific features 
such as pan, tilt, zoom control, audio 
streaming and relay outputs.

Ease of Use
As described above, Profile Q, ON-
VIF’s newest profile, recognizes the 
importance of easy of use and the 
need for increased security across 
business networks. It provides users 
with easy configuration and set up, 
as well as the advanced security fea-
tures necessary for operating a con-

CONTACT
ONVIF

San Ramon, CA, USA
Tel.: +1 925 275 6621

help@onvif.org · www.onvif.org

SeeTec Cayuga uses its open architecture to exchange information with third party 
systems in real time – in a native form or by using open interfaces. That way video 
integrates smoothly into your company’s solution world. 

Combining server and camera based analytics SeeTec Cayuga provides critical focus. 
Every transaction can be tracked by linking video to the ERP system. And with the 
connection of the access control system you’ll always have an eye on who is entering 
your company building.

BEYOND LIMITS.
LEAVE SYSTEM LIMITS BEHIND WITH SEETEC.

More information on 
www.seetec-ag.com

temporary and effective security net-
work. Profile Q works across brands 
and profiles to give end users and 
systems integrators the tools that 
they need to connect systems and 
devices as seamlessly as possible, in 
order to create a truly interoperable 
security system.

The Release Candidate for ON-
VIF Profile Q will be available online 
for member review and comment 
through July 2015. If no technical 

modifications are necessary, the final 
publication of ONVIF Profile Q is ex-
pected in late summer 2015.

The Author
Gero Baese is the chairman of the ONVIF 
Profile Q Working Group, and serves as Se-
nior Research Scientist, in the Imaging and 
Computer Vision Department of Corporate 
Technology, for Siemens. He can be reached 
at gero.baese@siemens.com
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Will cash still be used in 2020? Although it is an increasingly technological world, where financial transactions can be 

made through our smartphones and a simple internet connection, or by using traditional credit cards, debit cards or 

 other electronic systems, we still feel the need to pay with cash. However, cash in circulation, and everything that  

relates to cash withdrawal from ATMs, is associated with risks. IP Video Surveillance can ensure more safety – says  

Pietro Tonussi, Businiss Development Manager Banking Southern Europe of Axis Communications.

People will continue to use cash for a number of 
advantages (real or perceived), including the belief 
that they are using a more secure payment system, 
because they do not need an Internet connection 
(think of all the areas in the world, but also in Italy, 
in which the so-called „digital divide“ is experi-
enced, the different possibilities of accessing the 
Web), because they can make payments without 
an intermediary, there are no transaction costs and 
it is easier to retain control over money, or even 
because it is anonymous and there is no risk of 
identity theft. In short, the use of cash is perceived 
by people as simple, practical, efficient, fast and 
inexpensive, all factors that justify these results 
and forecasts on its use until 2020. 

This involves a series of consequences that must 
be taken into consideration with increasing atten-
tion by those who deal with security in the banking 
sector and financial institutions. First of all, there 
is the presence of more ATMs in the area but also 
more places for their positioning (even in unconven-
tional areas such as shopping centres, airports and 
stations). This means more cash in circulation, and 
consequently, greater risk not only for the money 
itself, but also for customers and for everything that 
relates to cash withdrawal from ATMs. By analys-
ing this situation more thoroughly, it is shown that 

even criminals, increasingly savvy and without any 
particular scruples, are aware of the general trend 
and are organised accordingly to implement their 
intent with regard to banks, the individual branches 
and especially ATMs, with increasingly advanced 
technologies and actions that result in attacks on 
ATMs which represent the preferred target. 

Attacks on ATM banks are Increasing 
According to data in ABI-OSSIF’s Report on Inter-
sectoral Predatory Crime, the overall increase in 
the number of predatory crimes is in fact grow-
ing, as demonstrated by the high number of com-
plaints of thefts and robberies to the judicial au-
thorities, +2.2% and +2.6% respectively in 2014 
compared to 2013; the other important factor is 
that from year to year the attacks on ATM banks 
are increasing: in only the first 9 months of 2014, 
433 incidents were registered when compared to 
321 in 2013, representing an increase of 34.9%. 
Moreover, these criminal acts represent approxi-
mately 80% of total attacks, demonstrating how 
ATMs have become criminals’ first absolute target, 
primarily because of their function as dispensers 
to cash. 

With reference to the type of attacks on ATMs, 
these can be divided into two main categories: 

those that are ‚physical‘, where criminals intervene 
directly on the ATM, and the ‚software‘ type, such 
as fishing, that is, data transmission fraud. The 
tools that are used most in physical attacks are 
gas/explosives, saws, dynamite, hammers, and oth-
er burglary tools. „Cash trapping“ is the preferred 
system by criminals to steal money from ATMs, 
because it is the easiest to apply and requires no 
special computer knowledge. Among the methods 
of physical attacks, the most used are undoubtedly 
those with gas and/or explosives, but it is skim-
ming that often has more serious consequences 
for the unfortunate person who suffers the scam. 
Finally, we must divide ATMs into two categories 
depending on their location: on-site, near the 
agency or in a free-standing ATM, normally adja-
cent to the local branch office, or off-site, those 
installed in shopping centres, airports, stations and 
the like, these are the ones that are clearly more 
prone to vandalism of any kind. 

In the face of these kinds of numbers and data 
on attacks that are on the rise, we must also con-
sider the emotional impact that is caused in the 
person who endures, for example, a robbery while 
they are withdrawing. It is essential to safeguard 
the security of the individual, while at the same 
time respecting their privacy. Cameras are then 

SECURITY FOR BANKING

ATM Attacks 
IP Video Surveillance: Tackling risks related to  
cash withdrawal from Automatic Teller Machines 
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viewed as objects for the security and protection 
of the Company asset (the ATM) but also and 
above all of safety, that is to say, in order to ensure 
efficiency and better customer service.

IP Video Surveillance as a Solution
Guidelines to curb these types of attacks are ba-
sically three: the use of security camera systems 
(video surveillance), the use of biometric controls 
and the geo-location of the valuables, that is to 
say, the possibility that the ATM or cash deposit 
can be referenced geographically. Axis Communi-
cations has network cameras in its product range 
suitable to handle these types of attacks and can 
be truly considered to be the ideal partner for 
banking institutions to ensure the safety of ATMs. 

Among IP cameras that can make a major con-
tribution to the banking world, there are those for 
area control, which give image quality and super-
vision on a 180° basis which is their strong point, 
as well as those that can be installed anywhere 
near or in an ATM, such as the super compact pin-
hole size, and with high performance HDTV video. 

Axis network video systems, further to high 
quality video surveillance, can improve customer 
service (safety) and facilitate various activities 
while optimising costs. Above all, thanks to the 
surveillance of the entire area surrounding the 
door with the use of panoramic 360° cameras 
that allow complete surveillance, and with the 
aid of a single area camera, eliminate blind cor-
ners. HDTV cameras with a pinhole lens, mounted 
inside ATMs, and installed properly, can ensure a 
high detail of the scene inside the ATM with ex-
ceptional image quality, even in difficult ambient 
lighting conditions, such as in the presence of 
large windows or entrances with glass doors and 
polished floors. Ultimately, the first cameras, useful 
for area control generate an overview, while the 
second capture details, achieving an ideal break-
even between privacy and safety of the customer. 
In addition, they offer the considerable advantage 
of being able to be integrated with alarm systems 
and access control, even remotely, for a compre-
hensive and efficient security platform.

Growing Awareness 
According to a 2014 survey con-
ducted by ATMIA, a non-profit as-
sociation that is responsible for 
analysing the ATM environment 
worldwide, it appears that there is 
a growing awareness on the part 
of managers responsible for bank-
ing security on the importance of 
technological solutions, such as IP 
video surveillance, in addressing the 
problem of attacks on ATMs. Appar-
ently, installing further technology in 
existing plants could be perceived as 
an additional cost, but we bear in 
mind that, when criminals attack an 
ATM, the bank deals with costs that 
are much higher and which are not 

only those of the damaged ATM, but it may also 
be damage to the structure of the building that 
houses it, any injuries to passers-by or – in worst 
case scenarios – victims. 

Also, we should not forget other phenomena 
that often occur at the time of withdrawal: If a 
customer is subjected to a robbery after a with-
drawal from an ATM, that branch will not suffer 
direct damage but will have lost a customer who 
does not feel safe to carry out this simple task. The 
emotional impact on the customer may be even 
more serious because it will affect the level of 
„customer insatisfaction“, an element which, in 
future, a bank will have to take more and more 
into consideration to provide a good quality ser-
vice and to improve customer service (safety). 

Another fairly typical scenario is that of a user 
who goes to a free-standing ATM and wants to 
withdraw cash: there are two possible situations 
that can cause direct or indirect damage to the 
bank. Let us start from the first: the customer may 
find a homeless person within the free-standing 
ATM who has chosen to sleep in this place be-
cause it is warm, offering shelter from the weather 
outside; the result will be that the customer will 
not enter to withdraw because it does not feel 
safe, thus creating indirect damage to the bank. 
Now, let us imagine that a person enters the area 
of the free-standing ATM and feels suddenly ill, 
falling to the ground: without an adequate video 
surveillance system, the bank is not able to ensure 
the safety of the customer in the best way (direct 
damage). Two different situations, that exemplify 
how, thanks to intelligent algorithms which detect 
the presence of a man on the ground, it is pos-
sible to recognise if a man is in a horizontal posi-
tion because he is sleeping or because he feels ill; 
the bank has at hand a useful solution to ensure 
the presence of safety & security. The same ana-
lytics that banks want in order to limit a possible 
problem, which can also occur in other environ-
ments as well as in free-standing ATM areas. Axis 
solutions, thanks to anti-tampering alarms and the 
detection capability function of objects, as well as 
applications of Axis partners such as the one just 

mentioned, also enable the quick identification of 
potential activities of skimming and trapping of 
banknotes and cards or other criminal activities to 
the detriment of the ATM. 

Attacks with Gases and Other  
Burglary Tools
And when attacks occur with explosive gases or 
other burglary tools? Even in this case, IP video 
surveillance can be useful to the bank. Let us con-
sider first of all what happens in these cases and 
what is the human behaviour of criminals who 
carry out an attack of this type, in order to un-
derstand how technology can solve this problem. 
Certainly, a criminal who wants to blow up a safe 
will not have a calm attitude like a person who 
simply wants to withdraw. Statistics on these types 
of attacks also indicate that there are two gases 
most used by criminals: oxygen and acetylene. 
Above all, because they are both odourless and 
are not detected by electronic sniffers. Moreover, 
oxygen is chosen because it explodes without fire, 
preserving the banknotes from the flames, which 
would otherwise be unusable. Statistics show how 
physical attacks are the ones that are most com-
mitted, but as we have said, with cameras you can 
achieve a behavioural analysis, because there is 
always a certain excitement in these gestures that 
are typical of these attacks: analytics is precisely 
able to detect such movements, thus offering the 
possibility of triggering almost immediate actions 
in the face of a potential criminal act or to report a 
potential suspect case. 

In terms of physical attacks one should in every 
case make more use of deterrence for preventive 
purposes which can be obtained in two ways: with 
cameras located in the area outside of the ATM 
machine, which may deter criminals from imple-
menting certain actions, but especially with camer-
as that can also be used inside the ATM to analyse 
scenes that may be suspicious, for example, relat-
ing to people who have made one or more visits in 
the days prior to the attack on the ATM. 

Finally, if we analyse data on ATM attacks 
provided by OSSIF-ABI and ATMIA and given the 
numbers of criminal acts perpetrated to the detri-
ment of banks, it is apparent that despite greater 
insight on the importance of these technologies in 
preventing and ensuring the safety of ATMs and 
branches in general, they are still not as used in 
a capillary manner. It is inevitable that we have to 
make comparisons between investments and cost 
containment, but a third element must be taken 
into account when decisions of this kind are made, 
which is the safety of the customer, who every day 
uses the services that the bank offers.

CONTACT
Axis Communications AB

Lund, Sweden
Tel.: 46 46 272 0· www.axis.com
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these solutions are the storage and retrieval sys-
tems that must be both reliable and dynamic.

The storage and retrieval systems are like un-
manned forklifts that run on tracks through rack 
aisles up to 100 meters in length and 40 meters in 
height. They use telescopic arms to transport Euro-
pallets and place them at the designated place on 
the shelf. To do so, they extend the telescopic fork 
fully automatically and once the pallet is correctly 
positioned, the storage and retrieval system heads 
for the target shelf and unloads the pallet.

Kardex Mlog works closely with IBC Raif to 
install the cameras on their systems. 

The IT and automation service pro-
vider is a specialist in consultation, 

planning, installation, operation, 
training and services for secu-
rity systems. “An S15D with a 
lens on the left and the right 
is mounted on every storage 
and retrieval system,“ explains 

Norbert Raif, Managing Director 

Fast, punctual deliveries are the key to success in logistics, and 

successful deliveries require an efficient storage system. For 

example, storage and retrieval systems arrange Euro-pallets 

in fully automatic high-bay warehouses. If these systems stop 

 running, this results in major economic losses for the company.

VIDEO SECURITY

Keeping an  
Eye on the Job
Kardex Mlog Provides Optimized  
Warehouse Logistics Using Mobotix Cameras
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Kardex Mlog, a supplier of integrated material 
flow systems and high-bay warehouses, equips its 
storage and retrieval systems with Mobotix S15D 
cameras as standard in order to keep downtimes to 
a minimum. Customers benefit from the economic 
advantage of short downtimes as well as an in-
creased level of safety for their employees. The sup-
plier has over 40 years of experience in planning, 
development and maintenance of fully automated 
logistics solutions for storing pallets, small parts, 
long goods and staging elements. At the heart of 

at IBC Raif. “We have been distributing Mobotix 
video systems for several years and are thoroughly 
impressed with the solutions.“ Kardex Mlog espe-
cially appreciates that the video systems can be 
adapted to existing IT infrastructures and that they 
do not require any additional cables or software.

“The cameras allow the operators in the high-
bay warehouses to clearly see whether anything 
is hanging over the side of the pallets that could 
potentially lead to machine downtime,“ explains 
the technical director of Kardex Mlog. “That is also 
the main reason why we fit cameras on the stor-
age and retrieval systems in the first place. Time is 
money with logistics and if the warehouse comes 
to a standstill this results in high costs for the com-
pany. The downtimes for the storage and retrieval 
systems therefore need to be as short as possible.“ 
Furthermore, it is not necessary to perform complex 
and dangerous on-site analyses in high-bay ware-
houses thanks to real-time monitoring. Employees 
no longer have to climb to heights of up to 40 me-
ters in order to see what stopped the system.

Troubleshooting for Greater Efficiency 
The Mobotix video systems also record events 
before a disruption, allowing an extensive er-

◀ S15D hemispheric cameras check palett load-
ing and highlight problems
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ror analysis to take place. “The last four minutes 
are always permanently saved before a disruptive 
event,“ explains the technical director. “The cam-
era automatically overwrites the previously stored 
image sequences during undisrupted operation.“ 
The video images make it possible to process faults 
quickly and accurately, often without a service 
technician having to inspect the affected rack aisle 
with the systems switched off. If it is necessary to 
correct the fault on-site, the video images can be 
used to determine how many employees are need-
ed and what protective and auxiliary equipment or 
tools and replacement parts are required.

In the camera manufacturer‘s decentralized 
concept, every camera serves as a high-perfor-
mance computer. Data and image processing as 
well as coding is carried out in the camera itself. 
The PC or video control center now serves purely 
for viewing and controlling the cameras, but not 
for analysis and recording. The user therefore does 
not require potentially expensive video manage-
ment software.

Hemispheric Technology 
Saves Costs
 
Kardex Mlog previously used Mobotix M1, M10 
and later the M22 and M24 cameras to ensure a 
clear view of the palettes. These only had one lens 
each, meaning that two cameras were installed 
on each storage and retrieval system. The double 
hemispheric S15D cameras have been in use since 
autumn 2013. This model features two miniature 
lens units and allows for a huge range of even 
more flexible application scenarios.

The hemispheric lenses are linked to the main 
housing via a connection cable and are attached 
onto the storage and retrieval system in a way that 
makes it possible to see what is happening around 
the palette from a bird’s-eye view. They also of-
fer two distortion-corrected, high-resolution 180° 
panoramic images, each with 3.1 megapixels. “The 
hemispheric technology gives us a 360° all-round 
view without any blind spots and now we only 
have to install one camera,” explains the techni-
cal director of Kardex Mlog. The dual camera also 
offers another important advantage: with a multi-
camera system, objects constantly move from one 
viewing area to the next, but with a hemispheric 
panoramic camera they never disappear from the 
video feed, nor do they double up in overlapping 
viewing areas.

Good Visibility Even In the Dark 
If a disruptive event occurs, the storage and re-
trieval systems will automatically come to a stand-
still. The installed video systems now also give the 
warehouse operators the option to analyze the 
cause of the disruption using the recording and 
quickly implement appropriate troubleshooting 
measures. In order for the warehouse workers to 
obtain a clear video image, even in the dark high-
bay warehouse, Kardex Mlog developed a solution 
together with IBC Raif where small halogen spots 
have been installed on the left and right of the 
storage and retrieval systems. These LEDs switch 
on automatically during loading and unloading. 

“There is also the option of working in black 
and white, which delivers a significantly better im-
age in the dark. However, this is not used in many 

warehouses because it needs to be possible to 
precisely identify the color of the product stored 
there. Therefore color mode is generally used to-
gether with halogen spots,” explains Raif.

System for Standard and Special 
 Applications
The robust, fiber-reinforced housing, the broad 
operating temperature range from -30 °C to 60 °C 
(-22 °F to +140 °F) without ventilation and heat-
ing and the fact that there are no mechanical mov-
ing parts ensure the high reliability of the cameras 
in all environmental conditions. This plays an im-
portant role in such fully-automated high-bay 
warehouses. The containers may need to be stored 
at a cool temperature depending on the industry 
in question, for example in a pharmaceutical or a 
food company. The installed systems and devices 
therefore also need to be temperature-resistant.

“We analyzed how long the downtimes were 
before using the current Kardex Mlog with the 
camera and compared them with the current state. 
The figures are impressive as the downtimes have 
reduced on average by 25 to 30 percent since the 
camera system has been installed,“ summarizes 
Norbert E. Raif. “The warehouse operators save 
several thousand Euro by using this video solution 
for the storage and retrieval systems.“

CONTACT
Mobotix

Langmeil, Germany
Tel.: +49 6302 9816 0

info@mobotix.com · www.mobotix.com

Automatic warehousing still has to be monitored Whether working in the light or dark, the cold or heat, all 
 warehousing components and the cameras that monitor them  
need to be robust
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 VIDEO SURVEILLANCE

Analog Surveillance in  
High Definition
Idis Launches HD-TVI Surveillance and a Highly Scalable VMS 

Idis recently unveiled its HD-TVI sur-

veillance solution, called DirectCX, 

at IFSEC International, alongside a 

fully-featured VMS, the Idis Solution 

Suite (ISS). The addition of an analog 

HD-over-coaxial system and the 

highly flexible and scalable ISS to the 

product line-up realizes the surveil-

lance company’s promise to present 

its most comprehensive surveillance 

solution at this year’s exhibition.

The Idis DirectCX range is ideal for customers and 
installers seeking analog CCTV and looking to lev-
erage existing coaxial cabling and power lines. The 
product line-up includes a range of HD-TVI video 
recorders (TVRs), cameras, video management 
software (VMS) and peripherals. The fully-featured 
ISS works across any combination of the com-
pany‘s recording platforms, including the flagship 
NVR-based offering, DirectIP as well as DirectCX 
TVRs, and presents customers with the powerful 
functionality offered by server-based recording. 
Using a cost-effective modular design, ISS works 
seamlessly with every single Idis device and allows 
customers to choose only the modules they need, 
such as administration, monitoring, recording, 
streaming, backup, redundant recording, failover 
and video wall services.

ISS allows customers to mix and match net-
work and analog HD over coaxial cable technol-

CONTACT
Idis Europe Limited

Brentford, United Kingdom
Tel.: +44 20 3657 5678

info@idisglobal.com · www.idisglobal.com

Idis recently launched the DirectCX surveillance solution at IFSEC

ogy, while those looking to migrate from DirectCX 
to DirectIP or to scale up from DirectIP to ISS will 
find a virtually identical user interface. This future-
proofs their investments by giving customers the 
flexibility to expand while minimizing training 
requirements and ensuring a low cost of owner-
ship. Speaking at the show, Brian Song, Managing 

Director of Idis Europe, said, “Our philosophy is to 
meet the surveillance needs of businesses across 
a range of market sectors by offering a total sur-
veillance solution. We also have a commitment to 
combining high performance with simplicity and 
a low cost of ownership. From the perspective of 
operation, there is no difference between using 
any of our products. IDIS Center, bundled within 
our DirectIP offering, is already a powerful VMS 
that we offer at no cost, supporting up to 1,024 
devices or 32,768 cameras. Now with ISS, custom-
ers can scale up and expand to, say, 64 simulta-
neous remote client logins and gain the power 
and redundancy of server-based recording. This is 
often required by larger enterprises with mission 
critical security operations, yet the user experience 
remains the same. The modular design of ISS also 
ensures customers only pay for what they want 
and need.“

The compact  
DirectCV HD  
video recorder

Idis Europe Managing Director, Brian Song
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Reduced Bandwidth Storage
Brickcom Corporation, an IP surveillance solution provider, has announced 
i-Stream technology that allocates bandwidth smartly and effectively as well 
as saves storage space. Limited bandwidth is a big challenge that forces 
many users to encode video in their camera and sacrifice the image qual-
ity to fit an NVR’s bandwidth limitation, or have limited storage space to 
save the valuable evidence. This technology reduces bandwidth consump-
tion but keeps important details by defining regions of interest. The system 
automatically calculates the most suitable bitrate for the interest areas and 
non-interest background. It can save at least 30% of bandwidth in various 
scenarios. www.brickcom.com

Upgraded HD Cameras
Vicon Industries, a designer and pro-
ducer of video security systems and 
high-performance IP cameras, has 
announced the next generation of 
its Iqeye Alliance-mx HD megapixel 
series of cameras. The completely up-
dated and improved models offer a 
new motorized remote-focus lens, an 
increased field of view and a modi-
fied housing for better flush mounting. The line now includes 1MP and 2MP 
cameras, with fully featured 3MP and 5MP versions. New features include 
enhanced processing power needed to run analytics or VMS applications at 
the edge, WDR, built-in IR illumination, on-camera storage and true day/
night capability. They are both ONVIF and PSIA compliant and work seam-
lessly with Vicon’s Viconnet as well as all leading NVR/VMS providers.
 www.vicon-security.com 

Lenses for 4k Cameras
Theia Technologies, the IP video surveillance lens specialist, has announced 
the launch of a new range of 4K 12 megapixel (MP) lenses. The lenses are 
designed to resolve the 1.55 micron-sized pixel of the smaller 1/ 2.3” 4K 
sensors, while at the same time resolving the 1.85 micron pixels and cover-
ing the larger area of the 1/ 1.7” 4K image sensors. The IR-corrected lenses 
are extremely compact at only 64mm long, allowing them to fit into dome 
and bullet cameras or traditional box cameras. The varifocal lenses will cover 
a horizontal field of view from 112 degrees to 9 degrees, with focal ranges 
of 4-10mm for the SL410 lens and 12-50mm for the SL1250 lens. They will 
be offered in CS or D25 board mount versions and the SL410 4-10mm lens 
also in a C mount version.  www.theiatech.com

Long Range Day/Night Lenses
Ulisse Radical is the name of the new 
range of PTZ cameras from Videotec. They 
are all IP and can be managed via the 
ONVIF-S protocol. The camera and lens 
are pre-configured during the production 
stage. Extremely high-performance 18x 
or 33x lenses up to 500mm are used to 
obtain flawless images even at very long 
distances. The cameras feature Full HD, 
1/2“ CMOS sensors and 1080p/60fps for 
daytime and nighttime broadcast quality video. They are equipped with ad-
vanced autofocus and a Visible Cut Filter that removes disturbances caused 
by haze or excessive heat. In complete darkness two powerful illuminators 
ensure clear illumination up to a distance of more than 300 meters The 
range is designed for continuous operation even in extreme temperatures 
from -40°C to 60°C. www.videotec.com 

Remote Access Control Integrated with Mobile 
 Workforce Management System
Maxxess has unveiled Remotepoint, 
an advanced Efusion module that al-
lows remote access control and verifi-
cation through the company‘s security 
management platform. Seamlessly in-
tegrated with ambit, the mobile work-
force management solution, the in-
tegration of the two technologies is 
driving operational efficiencies across 
both facilities management and security operations. Using handheld devices, 
the module allows security personnel to perform access control transactions 
anywhere, verify staff credentials and perform mustering in the event of an 
emergency. Already utilized by oil and gas plants and universities, it allows 
organizations to establish instant access points where traditional access 
methods are expensive or infeasible. www.maxxess-systems.com

Height-strip Network Camera for Facial Recognition 
Vivotek has launched their height-strip network camera, the CC8130(HS), 
featuring 1-Megapixel video resolution at 30 fps, a 180 degree wide-angle 
lens and height-strip housing design, allowing the camera to deliver clear 
images for reliable facial recognition with no dead angles. Combining low-
profile and high-level features, the camera is ideal for discreet indoor ap-
plications. „Capturing clear facial images is one of the most critical issues 
in surveillance. With discreet eye-level mounting, it allows capture of clearer 
facial images than ceiling-mounted cameras, even when subjects wear hats 
or hoods,“ said Tim Su, Director, Marketing Division. www.vivotek.com

VMS Plugin
Net2 Access Control and Digital Watchdog have announced the Spectrum 
VMS Plugin. This integration provides enhanced access control and video 
management on a single platform, allowing the user to view events foot-
age from within Net2. The DW Spectrum is fast, powerful and user-friendly 
IP Video Management software, highly optimized to provide unlimited scal-
ability, significant bandwidth savings and simplified system setup and man-
agement. It features unlimited layout designs and smart network bandwidth 
auto-adjust. www.paxton-access.com

Multi-functional Public Address
Bosch has launched Paviro, a com-
bined public address and voice 
evacuation system with high audio 
quality. It is EN54-certified, easily 
and quickly specified and config-
ured, and is very efficient in power 
consumption. Thanks to its system-
wide four-channel matrix architec-
ture, the highly flexible, modular 
system makes it an attractive, 
complete system solution for small 
– to medium-sized installations, 
including office buildings, regional 
airports, hotels, factories, schools, department stores and more. Up to four au-
dio signals – such as announcements or playback music – can be distributed 
simultaneously to different loudspeaker zones. At the same time, individual an-
nouncements in any zone do not interrupt music in the other zones. The com-
bination of dynamic source routing and intelligent amplifier input switching re-
duces the number of high-efficiency class-D amplifiers required and therefore 
ensures a lower initial investment. www.boschsecurity.com 
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 VIDEO SURVEILLANCE

School Is Out, Surveillance Is In
Geutebruck Secure Florida School District with Video Monitoring

When Mick Miller reached the school grounds, his normal good mood was ruined when he saw that large areas of the 

facade of the building and the entrance area were once again covered with graffiti. The school gate was broken and that 

weekend someone had obviously had a barbecue party in the school yard, judging by the garbage. This meant yet again 

a great deal of work and significant expenses for repairs and renovation.

This example is just one of many cases of vandal-
ism at schools. But vandalism and destruction of 
property are not the only concerns at schools. 
Sadly, theft, assaults and campus shootings are 
important issues as well. According to an FBI 
study, the number of shootings in the US in-
creased from an average of 6.4 incidents per year 
in the period 2000 to 2006 to 16.4 per year be-
tween 2007 and 2013. 

These factors prompted the leaders of the 
schools in the idyllic Sarasota County School Dis-
trict on the Gulf Coast of Florida to take neces-
sary precautions. The safety of students, faculty 
and staff must be prioritized and the best possible 
protection provided – a real challenge, considering 
that the Sarasota County Schools operate a total 
of 52 schools, educate 42,000 students and em-
ploy 5,000 teachers and other employees! 

Partner United Security Alliance, certified by 
Geutebruck, was commissioned to secure 4 high 
schools and 2 middle schools at various locations. 
The technical design and equipment for all middle 
schools and high schools is already in the planning 

phase and will be completed within the next two 
years. 

Twenty-four Seven
With United Security Alliance, a professional part-
ner was chosen with many years of experience and 
deep technical knowledge. This made it possible 
to provide a solution that is not only fully mature 
from a technical perspective but that also provides 
additional benefits. All schools are interconnected 
and are controlled by a centralized control center, 
the Safety and Security Communications Center. 
The monitors with views from multiple cameras at 
all the schools are up and running there in real 
time: 24 hours a day, 7 days a week. This ensures 
both preventive monitoring as well as quick as-
sessment, response and, in the best case, the im-
mediate clarification of incidents and crimes. At 
the same time, school administrators and School 
Resource Officers on site can check recordings lo-
cally and directly follow up on incidents.

To provide these services, multiple re_porter, 
Geviscope and Gevistore video management sys-

Certified Partner United Security Alliance was commis-
sioned to secure 4 high schools and 2 middle schools
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tems were put into use with the existing analog 
and IP cameras. At each school and in the central 
control center, Speedview stations are used as 
analysis units, from which the security personnel 
can access all live streams and recorded images. 
All images are archived for 45 days, placing high 
demands on storage capacity. The schools were 
initially equipped with 16 cameras 11 years ago. 
Today there are 4,300 cameras and more are 
planned.

Storage Space
Tim Butler is an experienced security system en-
gineer who has worked in the security industry 
for many years. Specializing in cameras and ac-
cess control, he has been employed at the Sara-
sota County Schools for the past 13 years. When 
asked why he chose this particular technology, his 
answer came quickly: „Storage was the largest 
challenge. State requirements mandate 30 days of 
storage but the school district‘s goal is to keep at 
least 35 days‘ worth. In the previous system, esti-
mating storage needs accurately was difficult and 

Geutebruck was able to provide what we needed. 
There were several systems that were considered 
at the enterprise level and this solution fits all the 
characteristics that we were looking for. In addi-
tion, the transition from analog to the world of 
IP was made easier by using this manufacturer‘s 
equipment. All employees are trained internally 
and the staff can easily handle the equipment in 
the schools.“

CONTACT
Geutebruck, Windhagen, Germany

Tel.: +49 2645 137 0
info@geutebrueck.com
www.geutebrueck.com
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International Video Surveillance Upgrade 
Theft of goods by customers, employees or service companies can lead to sig-
nificant economic losses in the retail trade. Colruyt, with over 470 branches 
and 25,000 employees in Belgium, France and Luxembourg have invested to 
prevent theft, catch thieves and minimize these losses. In the past, video ma-
terial was stored on DVRs and only viewed on site. Numerous new branches 
in Europe in recent years made the limits of the existing analog systems 
clear. The company‘s IT department in Halle, Belgium, therefore evaluated 
alternatives and the focus quickly fell on SeeTec Cayuga where the IP-based 
solution permits both the use of the existing infrastructure and the desired 
centralization. Each branch now has a video surveillance system consisting 
of a distributed server, cameras and one or more recording devices. Existing 
Samsung DVRs were integrated in the SeeTec software, representing a major 
financial saving. Where necessary, the video images can now be seen not 
just on the workstation in the branch but also at the surveillance center.
 www.seetec-ag.com

Intruder-resistant Sliding Door
Dorma’s ST Flex Secure automatic 
sliding door combines contem-
porary aesthetics with maximum 
security to provide a stylish slid-
ing door with the latest in anti-
intruder and anti-vandalism pro-
tection. The latest addition to the 
Flex family, it retains transparency 
without compromising on security. 
Compliant with UK and Ireland disabled access legislation and tested to RC2 
resistance standard, the automatic sliding doors utilize burglar-resistant lami-
nated safety glass with a secure four-point locking device at the main closing 
edge as well as anti-tamper protection to prevent the door being levered out. 
The entire range is designed for full compatibility with Dorma‘s Codic Master-
card and Matrix Professional access control solutions. A Bluetooth Smartkey 
app will be introduced in early 2016. www.dorma.com

Video Security and Perimeter Protection Combined

Geutebruck has updated the GeMIP and G-SWM interfaces that seamlessly 
connect its products with those of Southwest Microwave and enable video 
monitoring and perimeter detection systems to communicate. For example, 
if an intruder crosses an underground cable, an entire sequence of actions 
is automatically started: a pan-tilt camera moves to the reported position, 
the image resolution and frame rate for the live and recorded streams are 
increased and additional information is displayed in the camera image. A 
dual-detector dependency is also possible by combining perimeter detection 
and professional video analysis. The rate of false alarms caused by environ-
mental factors is also close to zero. www.geutebrueck.com

Security Equipment for Stadiums
The 9th SPONSORs Sports Venue Summit will be held in Hamburg on 1-2 
September 2015. The video company Dallmeier, which has installed modern 
video security equipment in many stadiums and arenas all over the world, 
will welcome visitors there and demonstrate its patented Panomera mul-
tifocal sensor technology at stand 2. With this equipment, large areas of 
the stands and terraces can be observed from a single location, and both a 
general overview and detail images can be obtained in the highest possible 
resolution at the same time. „The extremely high resolution enables positive 
identification of suspicious individuals and the image material is also admis-
sible as evidence in court“, Roland Meier, Head of Panomera Multifocal Sen-
sor Systems at Dallmeier, explains. www.dallmeier.com
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Sit Down!
School Buses Equipped with  
Cameras, DVRs and Driver LCD Screens 

Hikvision is helping ensure the safety of pupils attending one of Dubai‘s larg-

est schools, the Dubai-Sharjah-Ajman‘s National Charity School, through the 

installation of sophisticated CCTV systems in the school‘s 100-strong fleet of 

dedicated school buses. 

Sixty large single and double-decker buses carry 
the majority of the children to and from school 
each day and each is fitted with Hikvision DVRs 
and either 2 or 3 Hikvision CCTV cameras to moni-
tor all the seats and the access doors. In addition, 
all 100 buses and mini-buses are fitted with Hikvi-
sion CCTV reversing cameras and a driver‘s LCD 
screen for extra safety.

The CCTV and reversing systems were installed 
by a local specialist, Al Arabia Technical Supplies 
and Contracts. As well as facing up to the environ-
mental issues of vibration, dust and changing tem-
peratures thrown up by the bus installation, the 
installation team were also given just 60 days to 
complete the entire project – from surveying each 
bus, ordering all the equipment, installing and fi-
nally road-testing.

Double-Deckers
According to Sabri Alkhawaja, Integration Man-
ager at Al Arabia Technical Supplies and Contracts 
LLC, „Hikvision‘s response was immediate to all 
our requests for information and in equipment 
delivery. We opted to install 240 DS-2CE5582P IR 
Dome Cameras across the 100-bus fleet, matching 
100 with LCD monitors for reversing and external 
viewing applications. The remaining 140 cameras 
were partnered with 60 DS-8104HMFI-T Mobile 

DVRs, with three cameras being used in each of 
the double-decker buses and a pair of cameras in 
the single-deckers.“

The IP66 rating of the dome cameras allows 
it to be used internally or externally and the 12V 
DC supply suits vehicle and other mobile applica-
tions. With a 20m IR range, true day and night op-
eration and good resolution from the large image 
sensor, this camera has the capability to provide 
high quality video of all the areas surveyed. The 
DS-8104HMFI-T Mobile DVR was selected specifi-
cally to withstand the vibration, dust and changing 
temperatures within the buses and benefits from 
dual SSD capability, built-in GPS module and 3G 
connectivity, a redundant power supply and pow-
er-off protection.

„The new CCTV systems have proven an im-
mediate success“, says Sabri Alkhawaja. „Vitally, 
all the Hikvision equipment has performed fault-
lessly, standing up really well to the harsh environ-
mental challenges - and to the children!“

CONTACT
Hikvision Europe

Hooffforp, The Netherlands
Tel.: +31-23 554 277 0

info.eu@hikvision.com · www.hikvision.com
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Customer Contact Center 
Launch
On 9th July 2015, Thomas Wagner, CEO 
of the Dorma Group, officially opened the 
company‘s new Customer Contact Cent-
er in Hitchin, Hertfordshire. It will play a 
fundamental role in the Service business, 
providing customer support to help main-
tain access all around the building. It is 
one of many investments the company 
has made since its acquisition of Ascot 
Doors in 2013. Since then, the integra-
tion process has led to the evolution of 
Dorma’s customer servicing offering. A 
dedicated freephone number directs cus-
tomers to this single point of contact for 
all service calls, whatever the door type, 
including 24 hour emergency response, 
planned maintenance, contract adminis-
tration and billing services.
 www.dorma-uk.co.uk

Clear Wireless Conference  
in Interference-prone  
Environments 
The Dicentis Wireless Conference System 
from Bosch provides reliable, flexible 
and interference-free communication 
with excellent intelligibility for up to 120 
participants. It automatically finds the 
clearest free radio channel so disruptive 
interference is avoided and can co-exist 
with other Wi-Fi networks. It has been 
equipped with digital acoustic feedback 
suppression (DAFS) in order to eliminate 
disturbing feedback. Wireless set-up and 
configuration are quick and easy, making 
the system ideal for multi-purpose rooms 
and historic buildings.
 www.boschsecurity.com 

Surveillance Stress Test
Doo Technologies, a company specializ-
ing in 360° technology and CCTV securi-
ty, has announced a new version of their 
Camera Virtualization Software, Xstream 
Generator Suite (XsG). The software ena-
bles users to test network bandwidth, 
storage capacity and the Video Manage-
ment System (VMS) pre-integration. The 
software tool enables a stress test of an 
entire CCTV system. As fully compliant 
ONVIF Profile-S software, the XsG runs 
with the major VMS of the industry. It 
simulates the behavior of a real camera 
system by virtualizing cameras through 
the network to the VMS without the need 
for a single live IP camera to be installed.
 www.dootechnologies.com
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New Video Analysis Appliance 
The DVS 800 IPS compact 
and versatile SEDOR video 
analysis server appliance 
completes Dallmeier‘s en-
try-level analysis portfolio. 
The video appliance using 
the Videonetbox hardware 
platform supports analysis of up to four IP video channels and the recording 
of up to eight IP video channels. The analysis server software as well as the 
Smavia recording server software are already installed ex works. Both can be 
configured easily with a browser via Ethernet. Analysis results can be output 
in real-time and they can be sent as a message in XML format or used for 
the control of external relays over Ethernet.  www.dallmeier.com

Hazardous Environment Cameras
Bosch has launched Extegra IP 9000 
FX, a family of explosion-proof IP 
cameras developed for safe opera-
tion in hazardous environments. The 
cameras deliver high quality security 
relevant images no matter whether it 
is hot or cold (-50° to +60° Celsius), 
the lighting conditions are extremely 
poor, the objects are far away or there 
is a high level of moisture or dust. They are specifically designed and certi-
fied to operate in potentially volatile environments, such as in the oil and 
gas, chemical, petrochemical, fertilizer and pharmaceuticals industries, with 
the assurance that they will not cause an explosion. The IP 9000 FX cameras 
are tested according to IEC standard EN50130-5 and have CSA and IEC 
60950-1 certifications. Stainless steel and aluminum housings to IP68 and 
NEMA 6P certified are available. www.boschsecurity.comFull HD Dome Camera

Pelco by Schneider Electric recently 
announced the Spectra Enhanced 
Series high speed full HD 1080p 
PTZ dome camera. This top-tier 
dome provides high image quality 
with double exposure, 130dB wide 
dynamic range imaging, 60 frames 
per second video, extreme low la-
tency PTZ and other features including single cable POE installation methods 
in all models and the full suite of Pelco video analytics. These along with 
Surevision 2.0 image processing make the camera an ideal discreet, PTZ 
video surveillance solution for almost any application in nearly any lighting 
situation.  www.pelco.com

Integrated PA and Fire Detection
Bosch Security Systems 
was recently chosen as 
the supplier of an inte-
grated fire detection and 
voice evacuation system 
for both the domestic 
and the international ter-
minals with more than 25 
million passengers each 
year at Antalya Airport in Southern Turkey. Across the terminals, Bosch‘s local 
partner Ateksis installed 3,500 series 420 automatic fire detectors that are 
connected to six networked series 5000 modular fire panels. The fire system 
is interfaced with the fully digital Praesidio Public Address and Emergency 
Sound System. With more than 1,800 horns and ceiling loudspeakers as 
well as 300 sound projectors, this system covers multiple independent zones 
within the terminal buildings to allow for precise and targeted evacuation 
instructions in case of emergency. www.boschsecurity.com 

Miniature Network Cameras
Dahua Technology, a manu-
facturer and supplier of video 
surveillance products head-
quartered in Hangzhou, China 
has introduced its 2-inch mini 
PTZ network cameras. The se-
ries supports up to 25/30fps@1080P, 50/60fps@720P resolution and H.264 
&MJPEG dual-stream encoding. It also features 4x optical zoom, WDR, 
weather resistance and a vandal-proof construction. In a minimalist design, 
the SD22204T-GN is just the same size as a credit card. With 360 degree 
wide viewing, the camera is able to capture increased level of detail and to 
zoom in to capture closer detail. The design of the SD29204S-GN has been 
awarded by Red Dot Award 2015. www.dahuatech.com

Electronic Locking Virtual Network
Developed and manufactured in 
Austria, the Xesar 2.0 electronic 
locking system from Evva of-
fers companies a wide variety 
of products, areas of application 
and design. The product has been 
enhanced by a virtual network 
and numerous new functions 
only twelve months after its market launch. The virtual network uses the 
issued identification media to exchange information between software and 
doors to always keep the system up to date. Access authorizations can be 
quickly, easily and efficiently assigned. The highly secure system controls 
complex outdoor and indoor tasks in companies, such as offices, trade, retail, 
healthcare and educational facilities, but also in cultural institutions or lei-
sure facilities. www.evva.com

Rapid Identification
Facial recognition specialist, Aurora, 
has launched Face Sentinel, a biometric 
access control authentication product 
powered by Deep Learning. Designed for 
integration with existing access control 
systems, the facial recognition system 
uses AI and infrared cameras to over-
come the inherent challenge presented 
by fluctuations in natural light to achieve 
excellent facial recognition speed, accu-
racy and reliability. The product confirms 
within a second whether the person 
holding the credential is the same per-
son registered within the organization‘s 
access permissions system. The Deep 
Learning technique – the result of work done by its R&D department led by 
Head of Research, Dr Tom Heseltine – is used to create a highly optimized 
Artificial Intelligence. www.facerec.com



INDUSTRIAL SECURITY

IT Security of Automation Systems
Staggered Protection Down to the Plant Structure

IT security in the automation is extremely important for our industrial location, since the automation and process control 

systems required are used in virtually all industrial sectors: From energy generation and distribution to water supply to manu-

facturing, traffic control systems and facility management. In order to protect people and plants, plant-specific measures are 

necessary. Help is provided by a staggered protection portfolio that reaches deep into the specific plant structure.

Especially due to the increasing networking of 
Ethernet connections down to the field level, the 
industry is becoming more concerned with the 
related security issues. Because open communi-
cation and increasing networking of production 
systems not only hold enormous opportunities, but 
equally big risks, whose potential damage to these 
networked systems must be identified.

The era of sealed off automation systems – 
based on proprietary protocols and inaccessible 
from the outside – is a thing of the past. A con-
nection of automation systems to the Internet or 
to existing office networks is a given nowadays, al-
though the requirements for automation networks 
differ greatly. 

Different Requirements for  
Automation Networks 
In the current “ICS Security Compendium” of 
the German Federal Office for Information Secu-
rity (BSI), the different requirements for classic IT 

networks and automation networks are pointed 
out. It is intended to serve as basic guide for the 
operation of industrial plants with respect to safe-
guarding the production and processing systems, 
and is addressed to utility companies and water 
suppliers, providers of traffic control systems, and 
companies in the facility management sector. 

When it comes to the subject of network secu-
rity, there are major differences: 

A significant difference is the assessment of 
the risks concerning the different systems. While 
an attack on the IT infrastructure “only” affects 
the data integrity and at worst results in a loss of 
company data, a hacker attack on the processes 
and the automation environment can endanger 
people, destroy production capacities and uncon-
trollably damage the environment.

To comprehensively protect an industrial plant 
against attacks in terms of security, appropriately 
staggered and coordinated measures must be 
taken. 

It is not enough to just implement a simple 
password-protected system access, since attacks 
from the outside can take place at several lev-
els. For a comprehensive protection of industrial 
plants, the Siemens AG has developed a defense-
in-depth concept.

Complete Protection that also  
goes Deep 
With defense-in-depth, Siemens is offering a mul-
tilayered concept for industrial users that protects 
industrial plants against attacks from the outside 
as well as the inside in several layers. The concept 
is based on the components of plant security, net-
work security and system integrity – according to 
the recommendations from ISA 99 / IEC 62443, 
the leading standard for security in industrial au-
tomation. While classic plant protection wards off 
physical access, network protection and system 
integrity protection prevent cyber-attacks and ac-
cess by unauthorized operators or non-company 

Detection of attacks

Patch management

Authentication/user administration

System hardening

Firewalls & VPN

Cell protection and perimeter network

Processes & guidelines

Physical access protection 

Security guidelines

Defense in depth

System integrity

Network security

Plant security

Industrial security services

Siemens industrial security strategy: Defense-in-depth
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personnel. The advantage here is that an attacker 
has to overcome multiple security mechanisms, 
and that the security requirements of the individ-
ual layers can be taken into consideration plant-
specifically.

Success Factor: Network Security 
Network security means protection of automation 
networks against unauthorized (external as well 
as internal) access. This includes the monitoring 
of all interfaces, such as between office and plant 
networks, or the monitoring of the teleservice ac-
cess to the Internet, which can be carried out by 
means of firewalls and, where necessary, the setup 
of a DMZ (demilitarized zone = security-relevant 
shielded zone). The DMZ is intended for supplying 
data to other networks, without granting direct ac-
cess to the automation network. The security-rele-
vant segmentation of the plant network into indi-
vidually protected automation cells minimizes the 
risk and increases the security. The segmentation 
into cells and the assignment of the devices follow 
the plant-specific communication and protection 
needs. The data transmission between the cells is 
exclusively established via VPN connection (virtual 
private network), which is also encrypted and thus 
protected against data espionage and manipula-
tion. The communication participants are securely 
authenticated. With the “Security Integrated” 
components from Siemens (e.g., the Scalance S se-
curity modules or security CPs for Simatic control-
lers), a cell protection concept can be effortlessly 
realized and the communication be secured.

Components for Network Security 
For the implementation of such protection con-
cepts, two means of security have proven them-
selves: the firewall and the VPN tunnel.

The firewall is used for the content-related pro-
tection of the data traffic. Through filtering, sus-
picious/prohibited packets can be discarded and, 
where appropriate, network access be blocked or 
granted packet-dependently. To secure the physi-
cal communication, the tunneling method is most 
often used. The firewall and VPN functions are 
supported by the “Security Integrated” products 
(red padlock icon) and thus provide the user with 
protection down to the automation cell.

Choice of Various Security Products for 
Application-specific Plant Security 
To make it possible for almost all plant operators 
to effortlessly set up secure networks, Siemens 
is offering a wide range of “Security Integrated” 
products. A distinction is made between stand-
alone modules, such as DSL modems/routers or 
cellular phone network routers, and communica-
tion processors, which directly integrate the secu-
rity functionality into the controller world.

These products are marked with the typical red 
padlock. The “Security Integrated” products are 
designed for harsh industrial use and offer proven 
protection for production plants. 

In addition to the security product offering, 
Siemens supports the user in the implementation 
of the defense-in-depth concept through Plant Se-
curity Services. 

Security is a Continuous Process 
Industrial security, however, is not only a purely 
technical subject, but also must be consciously 
embedded in the minds of management and per-
sonnel. Security is a continuous process that must 
be taken into account at all times. It is important 
to understand that the requirements of the classic 
office IT differ from those of the automation IT. It 
is therefore critical to employ proven security prod-
ucts in the automation environment. In the ideal 
case, the component manufacturers integrate the 
required/necessary security functions directly into 
their automation products as standard. 

Excerpt from the “Security Integrated” 
portfolio of the Siemens AG:

 ▪ Cellular Phone Network Router Scalance M874 
and M875 and DSL Router Scalance M812

 ▪ Security Module Scalane S
 ▪ Software SOFTNET Security Client
 ▪ Communication Modules CP 1628, CP 343-1 

Advanced, CP 443-1 Advanced and (new) CP 
1543-1 for the High-End Controller Simatic S7-
1500

Author
Robert Schwarz, Siemens AG

CONTACT
Siemens, Building Technologies Division

Zug, Switzerland
www.siemens.com/buildingtechnologies

Step 2: Implementatio Sn tep 3: Operation & ManagementStep 1: Evaluation

Continuous protection 

 Rotational re-evaluation of security 
level /security inventory

 Optimization of action plan and pro-
cesses to be on par with best practice

 Continual monitoring of security and 
system status, including event recogni-
tion and weak point analysis

 Continual upgrading and modernization 
of hardware, software, patches, signa-
tures, and adaptation to evolving 
threats

 Management of user access rights in 
order to reduce risks

 Regular reporting

 Backups, restore service and technical 
support if an event occurs

Training

 In-depth training and certification of 
co-workers on different levels regar-
ding awareness and technical 
know-how

Assessment of risks 
and flaws

 based on co-workers, 
knowledge, evaluation 
of conformity

 Execution of architec-
ture, assessment of 
network, development 
of a threat model

 Identification of weak 
points by technical  
evaluation of ICS 
asset

 Determination of pres-
ent security level and 
effects on potential 
attackers

 Definition of a propri-
etary industrial security 
measurement plan

Process optimization 

 Amendment and/or creation and 
implementation of security-relevant 
guidelines, regulations, and 
processes

Security technology 

 Implementation of solutions that pro-
tect terminals and networks

 Establishment of Security Operation 
Center for monitoring and long-term 
protection

Pe
op

le
Pr

oc
es

se
s

Te
ch

no
lo

gy

Steps for a secure communication in industrial plants
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The applications are varied and 
complex: IT racks must be able to 
meet very different demands. They 
are used both as network and as 
server enclosures. They can perform 
simple distribution tasks or provide 
a safe environment for servers with 
intelligent climate control, power 
distribution and security technology. 
At this year‘s CeBIT in Hanover, Rittal 
presented its TS IT rack to show how 
a single modular system can provide 
more than 100 rack solutions. 

Racks are found in many places in an IT environ-
ment: They are used as network enclosures for the 
servers and for the storage systems in the data 
center, as well as floor distributors and for accom-
modating the backbone technology. They house 
the passive and active network components. Gen-
erally 800mm in width, they also offer enough 
space for cable management. A variable 19-inch 
mounting frame can be used as an alternative to 
the standard 19-inch level for even greater flexibil-
ity. A glass door permits a clear view of the patch 
panels and the status indicators of the ports of the 
switches.

Inches and Millimeters
To accommodate the heavy and, at the same time, 
deep server systems (both servers with a single 
height unit and blade systems), 600 mm wide and 
1,000 mm to 1,200 mm deep server enclosures are 
used, depending on the climate control concept: 
with a closed glass door for rack climate control 
and with a perforated door in the case of bayed 
suite and room cooling. 

The TS IT modular system offers a wide range of 
different enclosure dimensions and configuration 
options. „This way, we offer our customers the 
maximum installation diversity for a custom-fit 
solution for server and network enclosures“ says 
Bernd Hanstein, Rittal’s Vice President Product 
Management IT. „This range forms the flexible 
base for the other components such as power 
distribution, cooling, monitoring and security. It is 
a platform that gives customers the solutions they 
require, from a single source.“

Any Cable Type
The IT infrastructure system provider employs two 
compatible 19-inch technologies in the TS IT range. 
In addition to the previously available enclosure, 
whose 19-inch sections can be configured with 
modern snap-in technology and which can support 
loads of up to 1,500 kg, Rittal has also introduced 
a 19-inch mounting frame in different dimensions 
for this range. This provides even greater flexibility 
in cabling, and offers space for copper and fiber-
optic cables as well as Ethernet and Fiber Channel 
(FC). This version of the TS IT rack supports a 

maximum load of 1,000 kilograms, making it 
especially suitable for network components. The 
rack is available with protection category IP55 
for use in harsh environments, such as those 
prevailing in production plants. The company also 
offers a secure, all-in-one solution with complete 
IT infrastructure in the form of the ‚Micro Data 
Center‘ safe solution. 

Security company Prosegur, based in Ratingen, 
North Rhine-Westphalia, which specializes in cash 
logistics, is impressed by the TS IT. „Our new data 
center houses all the critical network components, 
more than 50 physical and around 50 virtual 
servers in twelve Rittal TS IT server racks,“ says 
Marco Matzke, Head of Organization and IT. „We 
have chosen exactly the right version for us from 
the modular system. The fact that one supplier 
could provide the complete range of data center 
services for us including the cooling system, the 
power supply, monitoring and the fire detection 
and extinguishing systems, made our decision 
easy.“ Prosegur is equipped for further growth, 
thanks to the standardized enclosures and further 
racks can be easily added. The company also 
provides an online IT selector that customers can 
use to pre-configure an enclosure according to 
their own needs.

CONTACT
Rittal GmbH & Co. KG,  

Herborn, Germany
Tel.: +49 2772 505 0

info@rittal.com · www.rittal.com

DATA CENTER 

A Rack for All Seasons 
A Versatile Rack System Accommodates Diverse Requirements 
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Motion Detectors
Bosch Security Systems has introduced the 
Commercial Series family of motion detec-
tors, expanding the portfolio of wall-mount 
motion detectors, which already includes 
Blue Line Gen2 for residential and small 
commercial applications and the Profes-
sional Series for mid-sized to large com-
mercial environments. This series is in-
tended for small to mid-sized commercial 
applications. They provide excellent catch 
performance and minimize false alarms by 
detecting intruders from wall to wall with 
a broad coverage range of 15 x 15 meters 
(50 x 50 feet). Features include sophisti-
cated First Step Processing to deliver an instant response to the first step 
of an intruder. Dynamic temperature compensation also ensures detection 
at virtually any temperature and active infrared anti-mask detects materials 
being placed in front of or sprayed onto the detector. www.boschsecurity.co

Customizable VMS

Pelco by Schneider Electric has announced the Videoxpert video information 
management systems. It has been designed with a powerful, intuitive user 
interface, featuring a plug-in architecture for system expansion and third-
party integration. „It is intuitive with a highly-customizable user experience 
and provides everything expected in a modern video surveillance solution; 
capturing and reviewing real-time and recorded video, quick playback with 
multiple camera syncing and multi-system information for business intelli-
gence,“ said Kim Loy, Vice President Marketing. www.pelco.com

Outdoor Analog HD Mini Dome
In the camera range from Abus is the 
HDCC32500 mini dome. It has a full HD 
resolution 1/3“ CMOS image sensor with 
1920 x 1080 images coming via its 2.8 
mm fixed lens from a maximum range 
of up to 500 meters The resulting image 
data is transmitted at 25 fps up to 300 
meters (RG59) or 500 meters (RG6) via 
coaxial cable. The 24 integrated infrared 
LEDs, with a range of 10 meters, and the 
3D DNR function and DWDR function provide noise-free images day or night 
without extreme backlight contrast. Good weather resistance is provided by 
the high protection class housing (IP66) that allow for 24/7 operation both 
indoors and in unsheltered outdoor areas. www.abus-sc.co.uk

Space-saving Folding Door
Dorma has launched the FFT 
Flex Green folding door. It pro-
vides a maximum width of up 
to 2.4m, offers excellent ther-
mal separation efficiency and 
is certified for escape routes. 
The frames can be specified 
up to 2.5 meters in height and 
are suitable for both external 
and internal applications. Ad-
hering to EN 16005 standards 
and with safeguarded self-
monitoring sensors, the door 
also provides secure use for 
emergency exits. The intelli-
gent drive system detects and compensates for wind loads, transmitting its 
power without toothed belts. The product range is compatible with Codic 
Mastercard, Matrix Professional electronic access control solutions, tradi-
tional card and proximity wall reader systems. www.dorma.com 

Databases Without Limits
Geutebruck is adding two 
devices to its G-Scope range: 
the G-Scope/8000-IP16SAS 
with integrated RAID system 
can accommodate up to 16 
hard drives. The controller 
not only controls the internal 
RAID array but can also manage up to 15 JBODs (HDD enclosures), each 
with up to 16 hard drives. Database sizes of 256 TB can be easily imple-
mented. Access times greatly affect ease of use so even at the maximum 
database size of 256 terabytes, images are available again after a restart in 
just about one minute. Searching for events brings up results in just a few 
seconds. Configuration of the system with RAID level 6 and 1 hot spare hard 
drive ensures that, even if a hard drive fails, redundancy in the database is 
still maintained. www.geutebrueck.com

Fire Panel Remote Access
Bosch has introduced Remote 
Services for fire panels. The 
IP-based solution for remote 
diagnostics and remote main-
tenance increases the reli-
ability of fire panels and maxi-
mizes operational efficiency. 
It enables system integrators 
to monitor facilities remotely 
around the clock and to detect 
problems early so their clients 
benefit from quicker responses 
and less downtime. The solu-
tion is modular with three 
components. Its foundation is formed by Remote Connect, a secure Internet 
connection between the system integrator and the client, via Bosch Secu-
rity Servers, that doesn’t require specialized IT expertise to install. Remote 
Maintenance collects and analyzes real-time fire system data for predictive 
maintenance, detecting errors before they can cause downtime or damage. 
Remote Alert sends customized text messages and email alert notifications 
directly from the panel to the service team. Remote Connect for EN-54-certi-
fied fire panels has been available globally since July 2015. Remote Mainte-
nance and Remote Alert will become available in late 2015 and early 2016, 
respectively. www.boschsecurity.com 
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Advancis Software & Services GmbH
Monzastraße 1 · D-63225 Langen
Tel.: +49 (6103) 80735-0 · Fax: +49 (6103) 80735-11
info@advancis.de · www.advancis.de
WinGuard – Integral system for security and buil-
ding management, control and visualization, alarm 
management, video management, communication

Security Management

deister electronic GmbH
Hermann-Bahlsen-Str. 11
D-30890 Barsinghausen
Tel. +49(0)5105/516-01 · Fax +49(0)5105/516-217
info.de@deister.com · www.deister.com
access control; vehicle identification;  
biometric verification; guard tour systems;  
storing and  management of keys and valuables

Security Management

LevelOne is a trademark of  
Digital Data Group 

Digital Data Communications GmbH
Zeche-Norm-Straße 25 · D-44319 Dortmund
Tel. +49 (0) 231-9075-222 · Fax +49 (0) 231-9075-184
sales@level-one.de · www.level-one.de
LevelOne provides full service – even when it comes  
to security: A broad range of high quality IP-products, 
combined with expertise in projects, assure reliable  
security solutions in all dimensions.

Security Management

Funkwerk video systeme GmbH
Thomas-Mann-Str. 50 · D-90471 Nürnberg
Tel. +49(0)911/75884-558
Fax +49(0)911/75884-220
info@funkwerk-vs.de · www.cctv-systeme.com
CCTV, system solution, system integration,  
video monitoring security, building management

Security Management

 

Schille Informationssysteme GmbH
Goseriede 4 · D-30159 Hannover
Tel. +49(0)511/542244-0 · Fax +49(0)511/542244-22
info@schille.com · www.schille.com
Facility and building management and security 
technology, fault and hazard management systems, 
OPC development, video surveillance systems

Security Management

NSC Sicherheitstechnik GmbH
Lange Wand 3 · D-33719 Bielefeld
Tel. +49(0)521/13629-0 · Fax +49(0)521/13629-29
info@nsc-sicherheit.de · www.nsc-sicherheit.de
Access Control, CCTV, Fire Alarms, Intruder Alarms

Security Management

deister electronic GmbH
Hermann-Bahlsen-Str. 11
D-30890 Barsinghausen
Tel. +49(0)5105/516-01 · Fax +49(0)5105/516-217
info.de@deister.com · www.deister.com
access control; vehicle identification;  
biometric verification; guard tour systems;  
storing and  management of keys and valuables

Facility Security

Dictator Technik GmbH
Gutenbergstr. 9 · D-86356 Neusäß
Tel. +49(0)821/24673-0 · Fax +49(0)821/24673-90
info@dictator.de · www.dictator.de
Drive units, hold open systems and smoke detectors, 
door control solutions

Facility Security

GEZE GmbH
Reinhold-Vöster-Str. 21-29 · D-71229 Leonberg
Tel. +49(0)7152/203-0 · Fax +49(0)7152/203-310
vertrieb.services.de@geze.com · www.geze.com
Automatic door systems, security systems,  
security locks

Facility Security

SimonsVoss Technologies GmbH
Feringastr. 4 · D-85774 Unterföhring
Tel. +49(0)89/99228-180 · Fax +49(0)89/99228-222
marketing@simons-voss.de · www.simons-voss.de
Digital locking and organisation systems with  
optional access control and time recording

Facility Security

Walter Wurster GmbH
Heckenrosenstraße 38-40 
D-70771 Leinfelden-Echterdingen
Tel. +49 (0) 711/949 62-0 
kontakt@wurster-online.de · www.wurster-online.de
Money handover systems fire resistant up to F90 and bullet 
resistant up to FB7, cash trays, cash-drawers and facade 
counters to pass through money, valuables, documents and for 
installation in high-security areas, banks, petrol-stations, phar-
macies, sports – and cultural sites indoors and outdoors.

Facility Security

ABUS Security-Center GmbH & Co. KG 
Linker Kreuthweg 5 · D-86444 Affing 
Tel. +49(0)8207/95990-0 
Fax +49(0)8207/95990-100 
info.de@abus-sc.com · www.abus.com
ABUS Security-Center is a manufacturer of innovative alarm  
systems, video surveillance systems, door intercom systems  
and  detectors. As a member of the ABUS Group, the company  
is  specialised both in industry-specific security requirements  
as well as the demands which private users have.

Alarm Management

ATRAL-SECAL GmbH
Service Daitem
Thaddenstr. 4 · D-69469 Weinheim
Tel. +49(0)6201/6005-0 · Fax +49(0)6201/6005-15
info@daitem.de · www.daitem.de
Radio-controlled burglary alarm systems, radio-
controlled fire warning devices, distribution via 
 security suppliers

Alarm Management

Digisound Electronic GmbH
Oststraße 54 · D-22844 Norderstedt
Tel. +49(0)40/526869-0 · Fax +49(0)40/526869-13
contact@digisound.de · www.digisound.de
Acoustic buzzers, piezo-electric sounders,  
electronic beacons, speakers, and transducers

Alarm Management

TAS Telefonbau  
A. Schwabe GmbH & Co. KG
Langmaar 25 · D-41238 Mönchengladbach
Tel. +49 (0) 2166 858 0 · Fax: +49 (0) 2166 858 150
info@tas.de · www.tas.de
Manufacture and development of: alarm and con-
ference units, VoIP- or ISDN emergency technology, 
alarm transmission systems

Alarm Management
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tetronik GmbH
Silberbachstr. 10 · D-65232 Taunusstein
Tel. +49-6128-963-1 · Fax +49-6128-963-499
info@tetronik.com · www.tetronik.com
broadcasts and alarms, telephone conferences, personal 
security measures with location tracking and visualisation, 
one number services and group calls, announcement  
and open listening services, telephony access services  
for host systems

Alarm Management

ABUS Security-Center GmbH & Co. KG 
Linker Kreuthweg 5 · D-86444 Affing 
Tel. +49(0)8207/95990-0 
Fax +49(0)8207/95990-100 
info.de@abus-sc.com · www.abus.com
ABUS Security-Center is a manufacturer of innovative alarm  
systems, video surveillance systems, door intercom systems  
and  detectors. As a member of the ABUS Group, the company  
is  specialised both in industry-specific security requirements  
as well as the demands which private users have.

Video Technology

Axis Communications GmbH
Adalperostraße 86 · D-85737 Ismaning
Tel. +49 (0)89/35 88 17 0 · Fax +49 (0)89/35 88 17 269
info-de@axis.com · www.axis.com
Network video equipment – the AXIS IP-Surveil-
lance allows remote access video management

Video Technology

CBC (Europe) GmbH
Hansaallee 191 · D-40549 Düsseldorf
Tel. +49(0)211/530670 · Fax +49(0)211/53067180
info@cbc-europe.com · www.cbc-europe.com
Video monitoring components – e.g. cameras, 
 lenses, screens, monitoring technologies, DVR, NVR.

Video Technology

Dallmeier electronic GmbH & Co. KG
Cranachweg 1 · 93051 Regensburg
Tel. +49(0)941/8700-0 · Fax +49(0)941/8700-180
info@dallmeier.com · www.dallmeier.com
Video: digital storage systems, image transmission, 
available through specialized retailers

Video Technology

Your reliable partner and provider of professional
network video products in Germany & Austria

Video Technology

Eneo is a registered trade mark of VIDEOR  
E. Hartig GmbH, Rödermark. Distribution via 
 authorized dealers and installers.

info@eneo-security.com · www.eneo-security.com

Products and solutions for video security applications

Video Technology

Be Part of the Section

Just send a mail to 
heiko.baumgartner@wiley.com

We will be glad to advise you!

eyevis GmbH
Hundsschleestr. 23 · D-72766 Reutlingen
Tel. +49(0)7121/43303-0 · Fax +49(0)7121/43303-22
info@eyevis.de · www.eyevis.de
Large surface displays of security information in 
control rooms

Video Technology

logiware gmbh
Alfred-Mozer-Str. 51 · D-48527 Nordhorn
Tel. 05921/7139920 · Fax 05921/7139929
info@logiware.de · www.go1984.de
Software, video transmission systems, security, 
 video, video surveillance systems, digital video 
 surveillance, networking

Video Technology

High Definition Video

www.luna-hd.de

Video Technology

MINTRON ENTERPRISE CO. LTD.
No. 123, Wu-Kung 1 Rd., Wu-Ku Industrial Park,
Taipei 248, Taiwan
Tel. +886 2 22990277 · Fax +886 2 22989375
service@mintron.com.tw · www.mintron.com
Skype: mintron3601
Manufacturer of extensive range CCD cameras 
and board type cameras. OEM & ODM projects are 
welcomed.

Video Technology

MOBOTIX AG
Security-Vision-Systems
Kaiserstrasse · D-67722 Langmeil
Tel. +49 (0) 6302/9816-0 · Fax +49 (0) 6302/9816-190
info@mobotix.com · www.mobotix.com
HiRes Video Solutions – high resolution, digital & 
cost effective recording

X
MOBOTIX

Security-Vision-Systems

Video Technology

MONACOR INTERNATIONAL
Zum Falsch 36 · 28307 Bremen
Tel. +49(0)421/4865-0 · Fax +49(0)421/488415
info@monacor.de · www.monacor.com
Video monitoring components and systems

Video Technology

SANTEC BW AG
An der Strusbek 31 ▪ 22926 Ahrensburg ▪ Germany
Tel. +49 4102 4798 0 ▪ Fax +49 4102 4798 10
info@santec-video.com ▪ www.santec-video.com
Video monitoring technology ▪ Video-over-IP
Outdoor IR sensors ▪ Planning and Services

Video Technology

Vicon Deutschland GmbH
Kornstieg 3 · D-24537 Neumünster
Phone: +49(0)4321/879-0 · Fax +49(0)4321/879-97
info@vicon-security.de · www.vicon-security.de
Vicon is one of the worldwide leading independent 
manufacturers and full-range supplier of IP based 
video security solutions.

Video Technology

VIDEOR E. Hartig GmbH
Carl-Zeiss-Str. 8 · 63322 Rödermark/Germany
Tel. +49(0)6074/888-300 · Fax +49(0)6074/888-100
security@videor.com · www.videor.com
Distribution of complete product ranges for video 
security and video networking

Video Technology
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Cichon+Stolberg GmbH
Wankelstraße 47-49, 50996 Köln
Tel. +49(0)2236/397-200 · Fax +49(0)2236/61144
info@cryptin.de  www.cryptin.de
Operational data collection, time recording,  
access control

Time + Access

Time + Access

CONIC DESIGN SRL
1 Piata Presei Libere · C1 Building 
01370 Bucharest · Romania
Tel: +40745342887 · Fax: +40378 104 216
office@conicdesign.ro · www.passchip.eu
Self-Bank and Self-Service entrance by reading 
contact CHIP and/or NFC, High Security entrance 
solutions.

deister electronic GmbH
Hermann-Bahlsen-Str. 11
D-30890 Barsinghausen
Tel. +49(0)5105/516-01 · Fax +49(0)5105/516-217
info.de@deister.com · www.deister.com
access control; vehicle identification;  
biometric verification; guard tour systems;  
storing and  management of keys and valuables

Time + Access

FEIG ELECTRONIC GMBH
Lange Straße 4 · 35781 Weilburg
Tel. +49(0)6471/3109-44 · Fax +49(0)6471/3109-99
obid@feig.de · www.feig.de
Electronic locking systems, identification, access 
control, access road control

Time + Access

GANTNER Electronic GmbH
Montafonerstraße 8 · A-6780 Schruns
Tel. +43 5556 73784-542 · Fax +43 5556 73784-8000
info@gantner.com · www.gantner.com
access control solutions/biometrics,  
time management, data capture, locking systems

Time + Access

ISGUS GmbH
Oberdorfstr. 18–22
78054 Villingen-Schwenningen
Tel. +49(0)7720/393-0 · +49(0)7720/393-184
info@isgus.de · www.isgus.de
Time Recording, Access Control, 
Plant Data Collection, Staff Planning

Time + Access

PCS Systemtechnik GmbH
Pfälzer-Wald-Straße 36 · 81539 München
Tel. +49(0)89/68004-550 · Fax +49(0)89/68004-555
intus@pcs.com · www.pcs.com
time recording, access control, BDE/MDE, biometric, 
video, SAP, Vein Scanner

Time + Access

Be Part of the Section

Just send a mail to 
heiko.baumgartner@wiley.com

We will be glad to advise you!

phg Peter Hengstler GmbH + Co. KG
Dauchinger Str. 12 · D-78652 Deißlingen
Tel. +49(0)7420/89-0 · Fax +49(0)7420/89-59
datentechnik@phg.de · www.phg.de
RFID components for access control, timekeeping, factory 
data collection, canteen data, leisure applications, surface-
mounted devices, flush-mounting components, biometrics, 
identification media and accessories

Time + Access

primion Technology AG
Steinbeisstraße 2-4 · D-72510 Stetten a.K.M.
Tel. +49(0)7573/952-0 · Fax +49(0)7573/92034
info@primion.de · www.primion.de
Time management, access control and  
management, staff deployment planning ,  
graphic alarm management, SAP communications 
solutions, pass and ID card production, Biometrics

Time + Access

Wanzl Metallwarenfabrik GmbH
Rudolf-Wanzl-Straße 4 · 89340 Leipheim, Germany
Phone +49 (0) 8221/ 729 – 6461
Fax +49 (0) 8221/ 729 – 90461
security-solutions@wanzl.de · www.wanzl.com
Personal guidance systems, barriers, security 
 turnstiles, electronic entrance systems

Time + Access

Fire Protection

Novar GmbH a Honeywell Company

Dieselstraße 2 · D-41469 Neuss
Tel.: +49(0)2131/40615-600
Fax: +49(0)2131/40615-60
info@esser-systems.com · www.esser-systems.com
Fire Alarm systems, voice alarm systems,  
emergency lighting systems, security systems

Fire Protection

Hekatron Vertriebs GmbH
Brühlmatten 9 · 79295 Sulzburg
Tel. +49(0)7634/500-0 · Fax +49(0)7634/6419
info@hekatron.de · www.hekatron.de
Fire alarm systems, Smoke switch systems,  
Smoke alarms, Safety linkage systems

Kidde Brandschutz GmbH
Harkortstraße 3 · 40880 Ratingen
Tel. +49/(0)2102/5790-0 · Fax +49/(0)2102/5790-109
info@kidde.de · www.kidde.de
Fire detection and extinguishing technology ·  
high sensitive smoke detection · fire protection  
systems for server cabinets and IT rooms.

Fire Protection

Teckentrup GmbH & Co.KG
Tel. +49 (0) 5246/504-0
Fax +49 (0) 5246/504-30
www.teckentrup.biz · info@teckentrup.biz
Fire protection doors and gates T30/T60/T90,  
security doors (resistance class WK 1 – WK 4),  
sound insulated doors (up to Rw 57 dB),  
bullet-proofed doors, smoke-proof doors

Fire Protection

WAGNER Group GmbH
Schleswigstraße 1-5 · 30853 Langenhagen
Tel. +49(0)511/97383-0 · Fax +49(0)511/97383-140
info@wagner.de · www.wagner.de

Hamburg · Berlin · Leipzig · Hannover · Köln
Mülheim/R. · Frankfurt/Main · Stuttgart · München 
fire suppression, fire prevention, very early fire 
 detection, fire protection for server racks

Fire Protection



www.GIT-SECURITY.com GIT SECURITY 5/2015     59

 BusinessPartner
The Purchasing Section for direct contactG

IT

BusinessPartner on the Web: www.GIT-SECURITY.com/buyers-guide BusinessPartner on the Web: www.GIT-SECURITY.com/buyers-guide

Pepperl+Fuchs GmbH
Lilienthalstraße 200 · 68307 Mannheim
Tel. 0621/776-1111 · Fax 0621/776-27-1111
fa-info@de.pepperl-fuchs.com
www.pepperl-fuchs.com
Security sensors, inductive, capacitive, opto-
electronic and ultrasonic sensors, vision sensors, 
identification systems, interface modules

Plant Safety
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SLAT SAS
Designer of reliable power supplies
11, rue Jean Elysée Dupuy – B.P. 66 
F-69543 Champagne au Mont d’Or Cedex – France
Tel. +33(0)478 66 63 60 · Fax +33(0)478 47 54 33
www.slat.com · comm@slat.fr
fire detection, voice alarm, access control,  
intrusion, outdoor video surveillance

Power Supplies 



.

Zoom
Gives you the detail 
you need to make 
informed decisions.

Locate
Gives you the ability 
to pinpoint persons 
of interest fast and 
accurately.

Track
Keep persons of 
interest in view, 
as they move – 
even at speed.

Our focus is helping you to locate, track and zoom in on details. Bosch motion control 
cameras off er you total control of what you choose to see, and the level of zoom you 
use to identify objects over large distances, regardless of movement. Learn more at 
www.boschsecurity.com/hdsecurity
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